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CHAPTER 8
CAN

Controller Area Network

1. Introduction
2. CAN bus concept
3. CAN basic details
4. CAN Architecture
5. IP Multicast
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Controller Area Network (CAN) - Origins / background

°® Developed by Robert Bosch GmbH, specifically for Automotive control
systems (now also used in e.g. industrial automation and medical equipment).
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Electric throttle
L valve control

®  Auto-motiveindustry

® Factory Automation

*  Machine Control

®  Medical Equipmentand devices

* Andmore....
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Controller Area Network (CAN) - Origins / background

® The CAN 1.2 protocol was released in 1986 ( ‘Standard’).
® CAN controller chips, produced by Intel and Philips, introduced in 1987.
® The CAN 2.0 specification was published in 1991 ( ‘Extended’).

® CAN has some specific features:
= |t is fault-tolerant
= |t allows message prioritisation
= |t operates in multicast manner
= |t uses message-filtering in place of traditional addressing
= |t uses very short messages which are well-suited to sensingand
contro/ applications but not suited to data-intensive applications.
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CANBUS Timeline
1983 First CANBUS project at Bosch
1986: CAN protocol introduced
1987 : First CAN controller chips sold
1991: CAN 2.0Aspecification published
1992 : Mercedes-Benz used CAN network
1993:1SO 11898 standard
1995:1SO 11898 amendment

Present: The majority of vehicles use CAN bus.
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CAN bus concept — automotive example
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CAN basic details
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CAN basic details

Before CAN With CAN
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CAN basic details

(] The CAN data link layer protocol is standardized in ISO 11898-1 (2003). describes mainly
the data link layer (LLC sublayer and MAC sublayer) and some aspects of the physical
layer of the OSlI reference model.

U The other protocol layers are selected by the network designer.

9 https://manara.edu.sy/
Basic message frame format
Length
Field name (bits) Purpose
Start-of-frame 1 Denotes the start of frame transmission
Identifier 11 A (unique) identifier for the data
Remote transmission request (RTR) 1 Must be dominant (0)
Identifier extension bit (IDE) 1 Must be dominant (0)
Reserved bit (it must be set to dominant (0), but accepted
Reserved bit (r0) 1 as either dominant or recessive)
Data length code (DLC) 4 Number of bytes of data (0-8 bytes)
Data field 0-8 bytes Data to be transmitted (length dictated by DLC field)
CRC 15 Cyclic redundancy check
CRC delimiter 1 Must be recessive (1)
Transmitter sends recessive (1) and any receiver can
ACK slot 1 assert a dominant (0)
ACK delimiter 1 Must be recessive (1)
End-of-frame (EOF) 7 Must be recessive (1)
10
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CAN basic details

U There are two CAN modes of operation:
v Standard — uses 11-bit Identifier
v' Extended — uses 29-bit Identifier
U cANisa three-layer technology - {Object, Transfer, Physical} layers.

Application Layer (7) Layer 7:
Execution of the field bus tasks

Presentation Layer (6)

Session Layer (5)

Transportation Layer (4)

Network Layer (3)

Data Link Layer (2) Layer 2: )
Bus access, frame format and testing.
addressing
. Layer 1:
Phy5|ca| Layer (1) Definition of transmission medium and plug-and-

socket connection, level, coding, bit rate

1 https:/ /manara.edu.sy/
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CAN Architecture

U CAN's three layers are equivalentto the Physical and Data-Link layers of the OSI model.

U The Application layer sits above the CAN Object layer. The Application layer can be
hardware and software that comprise a specific component (usually an embedded system)
within the wider network.

U The main role of the CAN Object layer is message filtering which determines which
messages are passed up to the Application layerand which messages are ignored.

U The CAN Transfer layer is the core of the CAN protocol. It performs MAC functions such as
message framing, conflict detection and arbitration, and error detection.

U The CAN Physical layer is not defined as part of the CAN protocol specification — this
allows the transmission medium and signal levels to be optimised for particular

implementations.
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CAN mapped onto ISO  OSI 7-layer model

CAN Object Iayg}'.’?z'.j:.!.l
= Message filtering
= Message and status handling Sub-Layer

Logical Link Control (LLC)

oSl CAN Transfer layer
. ® Fault confinement
Data Link Layer

® Error detectionand signalling

* Message validation Media Access Control (MAC)

® Acknowledgement

Sub-Layer
" Arbitration
" Message Framing
® Transfer rate and timing
CAN Physical layer
Osl ® Signal level and bit representation
Physical Layer ® Transmission medium
13 https:/ /manara.edu.sy/
CANBUS Physical Layer
» Physical medium — two wires terminated at both ends by resistors.
» Differential signal - better noise immunity.
» Benefits:
= Reduced weight, Reduced cost
= Fewerwires=Increased reliability
Conventional multi-wirelooms CAN bus network
CANBUS
14
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Frame Types and Fields and Spacing - Overview
U Frames contain an Identifier
Jearadl 3 Jeost) e UL Loy :Data Frame U
Data Frame <l 4llu)| o1 :Remote Frame a
U The remote Frame and subsequent Data Frame contain the same Identifier.
Jas las BLAIST wie UNIT 0586 6T L (0 43lusy] o :Error Frame a

4a,L.JI Data Frames or Remote Frames &\b| ¢ Ldls| Tacls 184, :Overload Frame U
EVESYIP
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Message Oriented Transmission Protocol

® Each node — receiver & transmitter

* Asender of information transmits to all devices on the bus
* All nodes read message, then decide if it is relevant to them
* All nodes verify receptionwas error-free

* All nodes acknowledge reception

Important message

from the wheel speed sensor!
Wheel speed is 100 RPM

CAN bus
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Message Format

® Each message has an ID, Data and overhead.
* Data —8 bytes max

® Overhead — start, end, CRC, ACK

Identifier Data
NG N
' ~ ~
o, 32 6 0-64 16 2 7
Arbitration Control Data CRC Ack End of
Field Field Field Field Field Frame
© o o O 8 _Ix _
8 o|z8la glHzslz 2 . , B33
i1 / ololol [ TTTTTTLATITTLTLZT I Dsfafafafafaf
| 11 bits | 18 bits | 4 bits | 8N bits (0=N<8) | 15 bits |
| Standard | Extended | CRC
Identifier Identifier LE:;Th gfti,lzi‘:::
Code Data
17 https://manara.edu.sy/
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Example of Message Transaction

= Instrument panel ECU says “can anyone tell me D Data
what the block temperature is? 400
= Block ECU sees this message and issues a 400 076

message “block temperature is 76 Celsius”

= Instrument panel ECU sees block temperature
message and displays it on console
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Bus Arbitration

® Arbitration — needed when multiple nodes try to transmitat the same time
® Only one transmitteris allowed to transmitat a time.
* Anode waits for bus to become idle

* Nodes with moreimportant messages continue transmitting

Critical message
from the engine!

Impo... Oil Pressure is 5 PSI
Oops, excuse me!

-
0 (A~ V‘

~

CAN bus
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CAN protocol
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Information Routing
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Multicast Packet Format

Source is ALWAYS a unicast address

Destination is a multicast group address

Packet payload is typically UDP

Need to map multicast group IP addresses to Layer 2 multicast MAC addresses

Sender does NOT need to be a member of the group

https://manara.edu.sy/
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Multicast Groups

* Groups may be of any size
* Group members may be located anywhere in the Internet

* Hosts can join and leave groups at will

* Thereis no list of group members

> Asender cannot tell who (or if anyone) received any message

> Hosts can always send and receive locally generated multicast packets by themselves

»  To receive multicast packets from the outside, a multicast router must be present

https://manara.edu.sy/
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Layer 2 Multicast Addressing—(Ethernet)

A Layer 3 IPmc Address Maps to a Layer 2 Multicast Address:
32 Bits

23 Bits

—_—ll

24 Bits 24 Bits
48 Bits

27
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Ethernet Multicast Addressing

* IANA has defined that all Ethernet multicast addresses always begin with the hex values 01 00 5E
in the firstthree bytes

» The next bit of the address is 0
» That takes car of 25 of the 48 bits in the Ethernet MAC address

> The remaining 23 bits are derived from the lowest order 23 bits from the IP multicast
address
> Hereis an example of how this multicast-addressing scheme works. For the multicast

address 224.0.1.1, the resulting Ethernet MAC address is derived as follows:

224.0.1.12=1110 0000.0000 0000.0000 0001.0000 1100

lowest 23 bits =000 0000.0000 0001.0000 1100

Ethernet MAC address =01-00-5E-0000 0000.0000 0001.0000 1100
=01-00-5E-00-01-0C
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Ethernet Multicast Addressing

M\
«<—— [P address 32 bits L=——|
P
224 65 10 154
1110 0000{0100 0001/0000 1010(1001 1010
EO 41 0A 9 A

«— Ethernet MAC

address 48 bits —— >

01

00

SE 00

00

00

0000 0001

0000 0000

0101 1110j0000 0000

0000 000

0000 000

e

Result Et

hernet MAC address 48 bits ———

0000 0001

0000 0000

0101 1110/0100 0001

0000 1010

1001 1010

01

00

SE 41

0A

9A
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