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Chapter 2: IP (Internet Protocol)
Le Protocol d'Internet
Learning outcomes
**What is the need to layers.
+%* Benefits of Layered Architecture.
+* 0S| Reference Model.
+$*TCP/IP Reference Model.
“*DHCP, ARP, NAT & DNS
1P v4 Vs IP v6.
':‘Addressing.
X Fragmentation.

< o
**Subnetting.
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OSl and TCP/IP architectural Model
OSI Model Layers TCP/IP TCP/IP
Layers Suite
Application Layer
Presentation Layer Application 2 = E 21l e s
Y Layer el % a|lx|lz
Session Layer
Transport Layer * TCP UDP
Internet IGMP | ICMP
Network Layer Layer ARP P \_|_|f
Data-Link Layer Network Ethernet || ToKen Frame ATM
Interface Ring Relay
Physical Layer Layer OHost-to-Host Transport Layer
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How do computers send data?
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Types of Addresses in Internet

1- Media Access Control (MAC) addresses for the Access Control Layer

Associated with network interface card (NIC)
48 bits
2- IP addresses for the Network Layer
32 bits for IPv4, and 128 bits for IPv6
3- IPaddresses + portsfor the Transport Layer
E.g.,123.4.56.7:80

4- Domain names for the Application/human Layer

E.g., www.google.com

https://manara.edu.sy/
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IP and MAC working together

* IP addresses are chosen by the local system administrator to suit the local

network
* Ethernetaddresses are builtinto the interface hardware by the manufacturer

® The two addresses bear absolutely no relationship to one another (as we would
expect from the layering principles)
But Why Computers need MAC addresses!

If not — We couldn’t use physical layer to send IP packets: we won't know

where a particular IP packet should physically be sent

https://manara.edu.sy/
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Translation of Addresses

® Translation between IP addresses and MAC addresses
Address Resolution Protocol (ARP) for IPv4
Neighbor Discovery Protocol (NDP) for IPv6

®  Translation between IP addresses and domain names (Domain Name System (DNS))

https://manara.edu.sy/
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email WWW phone..

IP + mcast

The Internet
Protocol

Hourglass

+ QoS +...

ethernet PPP...
copper fiber radio...

* requires more
functionality from

underlying networks
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IP Sérvice

> P supports the following services:

Unicast

One-to-one

One-to-many

One-to-all

&—o

(Unicast)

(Multicast)

(Broadcast)

Multicast

®

Broadcast

> IP Multicast actually supports a many-to-many service

> 1P Multicast requires support of other protocols(IGMP, multicast routing...)

https://manara.edu.sy/
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Transport
TCP UDP Layer
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Network
ICMP IP " IGMP Layer
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N Interface Layer
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IP v4
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IP: Internet Protocol JgSg59 I
il 723k S e ldaall Jluoyd ple JsSs595 52
daluall il ¢153l  yaanS Jany €
Packets a3, ] wldaall @ueuds ot
(633 23,01 (e Mt Lols: Ty o a3 S L) Connectionless dliate at a3yl sda (1583
&3 il e lalnsee Tas o 03y S sl o o Say €

OSI e 3 aadall 3 Joas JsSsigy 92
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IP: Internet Protocol JgSg59 1

Wt & oluseral ASY1 aSadl JoSoi9,0 5o

Lalusell SISGE ¢ 1551 o xS Jany

Byl g Bgiall iomivald cniadsg 4

isyaddl il (o Tiilaie Blgie didany wy8 08 e Sl IS damy
Llos] LAl cloglally gy (e IP bl 203y 058

Sl 2asS @Somtl] Al laglas Ly Al ggoxs

s 65535 g bl Aj)) (Sl ol Jolall

oY) e bl oy Jlasy deliiad @

SN N N N R NN

13 https://manara.edu.sy/

P

&yliall
433.1.!.” :AP J}S}Sg;\.ﬂ

128 9132 (e olgie e Byle
(Network Id (NID)+ Host Id (HID)) &Sl s (rass bl asyd iy AS5idl o) Loy
Al e raihe ol i (on of ASAll e o8 (50 070085 ey U cubimntl) wie Szl Lt olsinll lia 055 Y
Ll Gsgliall e Ladoell el (uoliall e
FQDN: Fully-Qualified Domain Name: JolS3L Jagll sl ol ccaall el
o ¥y www.google.com e AL (St da bl 090 Slead! of cuelell Jany 53y oasl (5 Bylec 5

66.249.64.0 - 66.249.95.255

72.14.192.0 - 72.14.255.255

74.125.0.0 - 74.125.255.255

209.85.128.0 - 209.85.255.255
216.239.32.0 - 216.239.63.255

s Aydlaie IP ¢ygliny ilBlaill ¢Lews Las,y DNS: Domain Naming System cslalail slol allas 25

YV V V V VYV V

>

199.97.31.1: 94 www.microsoft.com
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32 ooy ()lgiall 05y >
B l,all Wgeao Jf oo bydiee 00U 03909 255 1) 0 (o Lllome Aalina pl8)1 4 ) 0l ginll ouniy Lopurszll 5>
Ll
ol 8l S Jiey »
Llan Laanm oo 2 ¥l B ¥ sda Jiads >

10000000 . 00001011 . 00000011 . 00011111

Y N 1’2
12841331 <

LAN St of a8t Tu,0 Loy slaadl J) 352501 a5 J2as >

NID 4l @35 a8 Y1 sia (ol
B3y casolgmell) Al 3328l 2o lill 30u,all AL 835 mma cnasll e 2iaull plB Y1 >
HID (28!

15 https://manara.edu.sy/

[

é)liall

(S rduall J) GURI o Jogoei
27Tth 276th 275th 2Mth 273rd 2°2nd 2Mst 2"0
128 64 32 16 8 < 2 1

AN I N N N s N s N

00000110

10000011

01010110
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QU ) (8l (ya Jogell
2/ Tth 276th 2/5th 2Mth 273rd 2°2nd 2M st 270
128 64 32 16 8 4 2 1
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192

64
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Find the error, if any, in the following IP addresses:

a. 111.56.045.78 b. 221.34.7.8.20
c. 75.45301.14 d. 11100010.23.14.67
Solution

a. There are no leading zeroes in dotted-decimal notation (045).
b. We may not have more than four numbers in an IP adadress.

c¢. In dotted-decimal notation, each number is less than or equal
to 255; 301 Is outside this range.

d. A mixture of binary notation and dotted-decimal notation is not allowed.
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Lgiall:IPvA JsSei9 Al S5
il o et ) S 55 A o3y ot G 1P Gyt on ol e GLas 3 S ms >
el capall 08, oS LS Jabof a2l o3, oS LS >
Tagtome A adl 3 ekl Aagiall 53 2¥ e 06Ss sk 2l w3, 8 13) €
Oooliadl c¥laz>l e 5ok ol (oo (D ciivo) cla> § of (A, B, C dino) Jsa> 3 § o 32 (e olsindl Jtad oy >

2y 32 Ol giad) Jiad sl) aaal)
___ omem e w120
el Rl -l e
Classe A . 1.0.00 =+ . .
1bit (0) 127 955,955,255 Thits 24bits 5.4 16384
Classe B . 128.0.0.0 i i L~.65534
2bits (10) 191.955.955.255 14bits 16bits
Classe C . 192.0.0.0 = 5 . S Ogele 2
30its (110) | 5p3 26 255 255 21bits 8hits
cilal) G s ganall ol gie
Classe D . 224.0.0.0 . Gigiall ges
4bits (1110) | 539 955,955,255 S lesanll Sk
- dlazse Sl
Sl Sbits (1111(0/1)) 2552_‘;%;’_'35%_'255 27 bits (uliine SLISIY 3sans) i
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Finding the address class
e Default Route 4| Aa¥1 2ol 11 8,LaN oSusu Slzge i (0 joxms 0.00.0 >

Sbledl ahy duz g3
SN pamall § 5Ll dedseiual Loop Back 2uaz, Il ilalxll jyzma 127.0.00 5

Start
! ! ! ! 0
Y
Class AI ‘ Class: B I ‘ Class: C I | Class: DI | Class: E I
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Private Vs Public IP Addresses
> Whatever connects directly into Internet must have public (globally unique) IP

address

> Thereisa shortage of public IPv4 address

Y

So Private IP addresses can be used within a private network
> Three address ranges are reserved for private usage:
v"10.0.0.0 —10.255.255.255

v 172.16.0.0 —172.31.255.255

v 192168.0.0 — 192.168.255.255

> A private IP is mapped to a Public IP, when the machine has to access the Internet

21 https://manara.edu.sy/
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Managing the Address Space

Internet Assigned Numbers Authority

American

Asia Pacific Registry for
Network Internet
Information Numbers

Center

Réseaux IP Europeens

AN
(&

:: b v 1
National C{ oo O RO ©o ’}%CAD

Regional

concudl | /\ ./\ ./\ /\ /\
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J1255.255.255.255 90.0.0.0 pgliall sbie) (Sall 42 (o Slted Lols gas cogliall jnay cllies >
dsall aSeadl  Jg¥l olsiall 5o Capall laie 0550 >

4852 Al @ ¥l olsaadl sa Broadcast pladl ol ¢lgie 058G Leiyy >

Al § Geoszsll namall S I ket Leld ale 4 glgie J) bl Ay duoyi loie >
Al B oY il S e Jiaty o o Cagine zlimy Lodtie > Lals cilol szl aladl el clley >
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L/JUa aSadl § wlaxll S J) Broadcast query ale cu by oy llidy aS5id) 3859290 ;_»L&.z-}l‘
83990 u_:L(‘:n}A \ygdb ‘3 '}’"‘2" U‘ )
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Masking concept
Mask
An address AND Beginning
in the block operation address
AND operation
Mask Mask
1 0

Address X —» AND |—> X Address X —» AND |—>0
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Default masks

Mask in binary

Mask in dotted-decimal

Classe A 1 11111111 . 00000000 . 00000000 . 00000000 255.0.0.0
Classe B 11111111 . 11111111 . 00000000 . 00000000 255.255.0.0
Classe C 11111111 . 11111111 . 11111111, 00000000 255 . 255 . 255 . 0
25 https://manara.edu.sy/
Subnettf xamples
32 Ol sl Jiad LIS aaal)
cilall jia (g al) Jilial) Subnet Mask Al jua s Cipdaall jaa 5
Start blt,S Network ID Host ID
Classe A ) 1.0.00 =+ ) .
1bit (0) 126.255 255.255 255.0.0.0 Thits 24bits
Classe B ) 128.0.0.0 = ) !
2bits (10) 191.255.255.255 255.255.0.0 14bits 16bits
Classe C . 192.0.0.0 +~ i i
3bits (110) 93.255.955.255 255.255.255.0 21bits 8bits
First Jo¥! apiall ¢)lsic Subnet Mask (HID (NID uzof :cssllally 100.120.50.30 : JWl IP olsie clhud oS3 >
Sasall @ Broadcast plall ol (ylgicy (aSGadl @ Last Host 331 cagall olgie (aSadl & Host
v"NID: 100
v HID: 120.50.30
v’ Subnet Mask: 255.0.0.0
v" First Host: 100.0.0.1
v' LastHost: 100.255.255.254
v Broadcast Address: 100.255.255.255
26
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asaedl 2ead) 3l (HID &) capnll puad oo s 32 pllazaly s il cloadl] 2wl 5,850 >

e ot Jogmms o3y 6) A SISt e 1) ASad! udind d g i ol il oSy ¥ Gl aelgall jais >
(s

S 0585 0f oSl pe oo aslig HOSE ID Ua (e pluseiaadll cns e cnts e sla¥l (e Lyl sy >
gl iy Hlaal LIS of el g LIS Ajad) clSeadl el

Network | Network Host Host
172 16 0 0
Network | Network | Subnet Host
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Subnetting
ALl &l Jlme (il (pesd ciiine a1l 65 pa Class B gf 3ude (igule 16 a0 Class A Lyad 0585 oof aadl oo (!
52 silly cnew subnetted network ID dyuz 452 30 saza J5Ug IP dagay Bauzs Lge S « il S J) IP &S0 @yuas
Caiall e sueaall 2ula¥l ASad) sume (e i Acgazme
ERSE S EULOSA|FCE IR NER SPCIPETSE 3 ELew-Al o pasiall caiall AT sume (el S Lelas IP suae HLsY

Network ID Subnet ID Host ID

00963 41/43/11....
HID 4 Calizess Network ID 5 el cillams 2386 l5iss
t90 Aue s SIS ) ASLA) o (e L4
il Sl sda e 33231 i3y Ae 8 Sl Bute U] Lot Auany 1) 3l § o1y 55,01 4S5 (v Julasll V)
Ml‘geba)ﬂldéuﬁsjei'laudéuﬁﬁiﬁbp
Wi 3 Hasal e Adlad By s (oo ASddl lol paens ¥
A1 5,1 Jggess V7
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Network 174.38.0.0 befd¥é-and after subnetting

_
174.38.0.0
All traffic to174. 38.0.0 Subnet 1
174.38.0.0

Subnet 2
174.38.32.0

Subnet 3
174.38.64.0

< Subnet 4
9 é’ ; 174.38.96.0
~ N\ Subnet 5
AW 74.38.128.0
Router routes IP packets to ) Subnet 7
the appropriate subnet 74.38.160.0
' Subnet 7
74.38.192.0
Subnet 8
174.38.224.0

30 https://manara.edu.sy/
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Subnetting
iSlghas SN Asly>] oye Byle (£ Subnetting ©
43! ASadl ol e Ll @i G cnapall ol sue ayums v
ENIRES | RUSES| P LVSA[FERENESWVE R v
Badsr Ad3e 4S54 dume ST IP (piglic @ud s v

= Advantages of subnetting a network include the following:

R/ . . . .. .
**Reducing network congestion by limiting the range of broadcasts using routers

R/ . . . . P
%*Enabling different networking architectures to be joined

31 https://manara.edu.sy/
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Borrowing Bits to Grow a Subnet
ral.\_‘w_ua)u_&_ﬁ.@l!;};Qﬁaulysmauguaﬁlgig‘IP%#_MUSJ?TQA >
subnet mask ¢ g323 ¢ LiaS<

» Remember that the addresses with all ones (broadcast address) & all zeroes (local

network) cannot be used as they have special meanings.

Bits Available for Creating Subnets

Address Class Host Bits Bits Available for
Subnet
A 24 22
B 16 14
C 8 6

32 https://manara.edu.sy/
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Knowing How to Calculate Subnets

non-Cisco

* To determine the number of subnets & hosts per subnet available for any of

the available subnet masks, 2 simple formulas to calculate these numbers:

number of subnets — 2number of bitsused for subnets _ 5

number of Hosts per subnet — >humber of bitsused forhosts _,

33 https://manara.edu.sy/
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CIDR (Classless Inter-Domain Routing)

® ltis a simplified method of representing a subnet mask. CIDR identifies the number of
binary bits setto a1 (or on) in a subnet mask, preceded by a slash.

® For example, a subnet mask of 255.255.255.240 would be represented as follows in
binary:
11111111.11111111.11111111.11110000

® The first 28 bits of the above subnet mask are set to 1. The CIDR notation for this subnet
mask would thus be /28.

® The CIDR mask is often appended to the IP address. For example, an IP address of
192.168.1.1 and a subnet mask of 255.255.255.0 would be represented as follows using
CIDR notation:

192.168.1.1 /24

34 https://manara.edu.sy/
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Options

# bits

8]

=W

h

10
11
12
13
14
15
106
17
18
19

35
Class B
Subnetting
Options
36

N~.

Subnet Mask CIDR |# Subnets # Hosts
255.192.0.0 /10 2 4194302
255.224.0.0 /11 [ 2097150
255.240.0.0 12 14 1048574
255.248.0.0 f13 30 5242806
255.252.0.0 /14 62 262142

4.0.0 /15 126 131070

0.0 16 254 65534

.128.0 17 510 32766
1920 18 1022 16382
0 19 2046 8190
0 20 4094 4094
.0 21 8190 20406
0 22 16382 1022
0 23 327606 510
255.255.255.0 24 65534 254
255.255.255.128 |/25 131070 126
255.255.255.192 |/26 262142 62
/27 524286 30
/28 1048574 14
255.255.255.248 |/29 2097150 G
255.255.255.252 |/30 4194302 2

https://manara.edu.sy/
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# bits |Subnet Mask CIDR |# Subnets |# Hosts

2 255.255.192.0 /18 2 16382
3 255.255.224.0 /19 6 8190
4 255.255.240.0 /20 14 4094
5 255.255.248.0 21 30 2046
6 255.255.252.0 /22 62 1022
7 255.255.254.0 23 126 510
8 2552552550 /4 254 154
9 255.255.255.128 |/25 510 126
10 255.255.255.192 |26 1022 62
11 255.255.255.224 /27 2046 30
12 255.255.255.240 |/28  |4094 14
13 255.255.255.248 |29 8190 6

14 255.255.255.252 /30 16382 2

https://manara.edu.sy/

Nets * Hosts
8388604
12582900
14680030
15728580
16252804
16514820
166456306
16710660
16742404
16756740
167608306
16756740
16742404
16710660
166456306
16514820
16252804
15728580
14680030
12582900
8388604

Nets * Hosts
32764
49140
37316
61380
63364
64260
64516
64260
63364
61380
57316
49140
32764
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£bits Subnet Mask  CIDR #Submets #Hosts Nets * Hosts

ClassC 1 Ssmsmsim % 2 01
Subnetting
Options 3 SNWMD 6 NI
4 2350555540 8 4 14 196
j 18525528548 129 30 6 180
6 255.283.255.252 30 162 ] 14
37 https://manara.edu.sy/
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Exercise 1

100.0.00  :JWIIP lgie Lyud oS @
e yd S bue ) 3 Lad) 25ad) ppual 255.255.0.0 ¢ Liall puseiul
igllally

A il SiKES sue cews! 1

A A JSO Al Jeadl cillams sue cons! 22

el 31 Glgieg Lpd cowls> Jl Olgie cruslg o dgj Sl ds .3
Ayl A i) edd aladl Edl (lgisg
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Exercise 2
172.50.20.30 :QL:JI IP &lgie Lond (S ®
e ys lSd Sue ) 38 Lad) 380 qua] 255.255.224.0 ¢ Ll adseiul
iogllally
A ol S sue cons! 1
A aSch JST Amld! Jeatl cllazs sus w2
Ao yall SGAT cpolie pilinl .3

el 131 (lgieg Lpd cewls> Jol lgie counlo b ddje aSi Js 4
i) ASAd ) s dd el.a.” Sudl Hlgiss
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Exercise 3
200.100.100.0  :JWll IP olgie Lpad (S @
ey S ) A A s s
iosllally
.%M' tu." @'.L‘i.m‘ A
s yall naSeddl el Bl gie pibiawl .2
LT aladl sodl Glgieg canls 131 Ol g ol ol o)l gis il .3
el (Sl
40
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gﬁ‘a—j‘i sinall (e Ui 224.40.90.60 osial) 2y .1

D .d C.c B .b A a
tdid & gl e (e Aggesall dadal) .2

AP EIING Jadl .c Ladall b Jall a

daladiad eVl Adas 3 Jladl dal e .3

Bridge sl .d Router 4ss4ll .C Switch Jxll .b Hub aeadll .

TOUtEr 4ase e Aseass Ay 4S5 32 Auadl auladiul clie; 180.16.80.0 A5t (lsins dharats 5 13 .4
Falatin) i€y A A ¢ 18 gl L Ahe 4SS (6Y i) ) daagill Gago Lo i) ) 0350 Jsease
255.255.254.0 .d  255.255.252.0 .c 255.255.250.0 .b 255.255.248.0 .a

Ol Laadd) il e (55 «255.255.240.0 455a)l 404l ¢y 1P 126.80.80.80 olsie dal (e .5
18 Aie AL S

16 bits .d 12 bits .c 8 bits .b 4 bits .a
Aall ASAN Al Eull glsie (165, «255.255.240.0 4kl A<, ¢ U, [P 190.100.40.70 olse ol o .6
: oa NG
190.100.63.255 .d 190.100.48.255 .c 190.100.47.255 .b 190.100.32.255.a
41 https://manara.edu.sy/
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Al A<l b a1 sl Glgie (sSd 255.255.224.0 ddiall A<l ¢ ld, IP 191.100.80.20 olsie dal o .1

o Aull)
255.255.64.254 .d 191.100.95.255 .c 191.100.95.254 .b 191.100.64.254 .a
tsn A Al ASAD (sie )5S 255.256.255.224 dssall Al ¢ g IP 200.100.80.20 Olsie Jaf ga .2
200.100.80.64 .d 255.255.255.64 .c 255.255.255.32 .b 200.100.80.32 .a
Pop Akl Ajal) AN 8 Y] sl olsie (s <IP 192.10.180.30/29 olsie daf ¢ -3
ey ;e .d  192.10.180.72 .c 192.10.180.63 .b 192.10.180.254 .a
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