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101110111100
010001000011

o
o

((CRC) sl Sl ey o
2l r Cinai «(CRC alasinly ¢laa¥) GLESY o

y SIS COllaa (e AuduS Gl a je oy
(cor + 1 <=) el 290 L, Ll &y o
Qiiesdll s Jusall U8 (e o520 G @

. - (bl cy rdal ) dlee 1) 2r 2 D ol o
A0l G L i b ap 5 s -

6]“ 0’ || D.= (R) SW 3l .

d bits MAMARA UNIVERSITY rbits

R

Gud e dsal Al ) «CRC
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Divisor

Data: 100100 (6 bits)
G: 1101
r=3

Data to be sent is:
* 100100001

D: 1001
G: 1011

R=110
Data to be sent => 1001110

Data

1108 (1001

Initial CRC

00000

1/19/2022

(CRC) st JISE ey e

:Jlia e

(CRC) s LIS 3a )0
oo 1Al Jla o
E 5
Divi A
udtlem
y’o 10
Left
D|VIscr10'\l1001 .
sh|ft|ng
'I 011
Leftm bi 0 eren
ost bit 0:
use 0000 divisor pooo
~E = —
1000
MAMARA UNIVERSITY 1 0 11
0110
Leftmost bit 0:
Remainder
oo [T1o]
Remainder
s ——
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Division *

Received data = 1001110 = 1000110
H—)\ J
D CRC
100111 0]

1010

101

O - .=

lOllilDU'l 10

B e

deoln,
010 0 N
000 .. . 0w 0
o OJLI_O.J 1
1011 170 11
MANARA UNIVERSTTT—
00O0O0 1000
0000 1011
Data ‘lr
accepted

Data discarded

:(Multip
Jalsll

Jl¥) saiall ¢

le access protocols) DJM\ Jpall QY Sgig e
(e Ca 3l ) 4S5

e \}.\m\).udl d\.u:)Y\ u_aLJAL:wJ.\S\ J\ e o

'tum@)ﬁ\,‘w)u\awmmxme_\m .

e Jalal) Baaia 33 e dla o

<l el e

\@M“\SJW‘\.\L\SJ&A&J}AMJ‘)‘P .

'\.4_...;5.: 3Ll PRENE u\ A_ta.l«u‘ = Jlaiy) ald 48 L o

@l : a‘)‘d‘}“}(as;.\udu‘c‘)\amguh‘yy .

A.wab.u\uhs GO aa gy sl e

l ] p ' (channel partltloning) 8L} apds o
)AJ«.\J)J&MAAJAJ\).\B))M "#"é}'&t\ﬂ\rﬁ& .
MAMARA UNIVERSITY ranll pladiaM satall ¢ ja Janadi e
(random access) ) sdall = S5l o
adlaly manss Ml ¢ Faciia e LN o
Aaslaial) UL Jl ) 33 3k e Ll clasboail) GLES) a5 Lia o

Jshal 151530 (3 yaiadi o (S Ll Y 23l e

(taking turns) &aiall o

}M&J‘M‘Qﬂﬁﬁﬂ\gﬁjw .

(CRC) s LIS 3a )0
il Ol e Jlie »

1/19/2022
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:(Multiplg access protocols) s2xiall J ga sll <Y S 5ig 12 0
Jaad s GO aa gy sl o
(channel partitioning) sUdl) awds o
Time Division, Frequency Division *
(random access) ) siall z 15l o
OHA, S-ALOHA, CSMA, CSMA/CD -

(SY) ﬁ‘aﬁdﬁﬁ (ASLu) Ll iany A Jgan 1 JAU Gunsnd o
i i) 3 CSMA / CD -l alasiad 5

:(binary (exponential) backoff) (W‘W) O PN R
{0,1,2, ..., 2m-1} 0= W siie K 4ag dw JL; mth 28 3 alakua¥) ey o
A (e 3L pbescil Adamare gaalie 8 g cay K45 [ 2 403l ¢y S i e

(Se1) 802.11 Jlmall 8 CSMA / CA plasinl &5 o
(taking turns) aaiiall o

polling from central site, token passing *

Bluetooth, FDDI, token ring

Slaadatll  Jadl ASead) ol goedl St wlads

MAC ) crslie o
. "%dﬁdmﬁ‘wku‘ycécmyjpﬁwmdsdw .
"d)&‘mé‘ﬁuw)&‘é‘;d)mau "Glad" a2 e
§plsic S LAN 5l MAC o sim bl Joa gl 0 sie (o o
«\\=M|M)u48wd}m MAC JI o) sic @
)ubu,sbb;\m\ylﬁa)mus‘\ay)m)sul,m)m .
GA-2F-BB-76-09-Ad1 :JGall s e o

|EEE ddaws) o MAC ) sie Janadis jla) a3 o
MFWACJ‘U‘P‘\AMU“‘;}& "”M\‘\Sﬂ\ .

3 bytes 3bytes —

A4 Aalall NIC

(S8 (e s 3a 5l ¢ Adaal) 35,0
Je s SSYI 8 MAC ) ol sie
¢NIC diiall ROM I 5813

Assigned to
manufacturer by |IEEE

Assigned by
manufacturer to the NIC

Cisco 48,4l CC-46-DC (s & Al Jass e o
CC-46-DC idaul 53 Cisco 4S s dniual Mie JS ) gie Tay ¢ JEdl Jus e o
sl ad) Jisy () Sl el Gk ek Y 2 GEIMAC Olsie .
AT ) LAN Alae 4S8 (e RS8N < S Jis (S iy o
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Al &l ) sie Aaldll MAC Al (pslie (g e
FF-FF-FF-FF-FF-FF o
T As.mcg‘ﬁuw‘).\c .
LAN dgdaal) 4Sual) e 3l apeal ~\JLL.)JJM\U\}LJ»G_=.M““-
ATM s FDDI s Token Rings E AN Aalsall ClSAN LSS (o aall 2 g @
w|w\aﬁ%&¢@g|w\@uﬂy\wgwp
. S L ol sl RSl o ) s
collision ll Ol ..
domain OJ k_il_\.u,.;.nﬂ\ Laltia ‘;\; BJJ.g_Jm s ‘Bus °
™ ejmdmwéadpydswbw|aﬂ|@u
bl Jls J\ cililee Juzs L“ um\ "

Ay 5adl) Sl o YY) 4 e
(Shisadll JA1 S Jslas) Star
s e 2L 38 Bk 5 Slen) hub ) pasies
o5 Il e el Oy A3 i
v plal Jlae i b il gaen @
Hub I (s Y2 Switch ) padiy

4 asxobiseesnaue e s s
“ p /

AT o . cargl) sasall Ly Juals ‘531\ 2dial) s
o ﬂ/*_ \"1 broadcast 0 M’J Ll sl s &) pilss Jlae 2ia JS US4 -

|_rtﬂ_gnla|ns s unvp el Gl Jlaw (Aol Lalasiin) a::\.ll liay e
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‘i i) Ul K
i Sl ) ASu3 ks 55350 T ) 1P I 0 sS 535 5 liLall e Jla Y ke iy o

fype"

dest. source
I (pay"oad) -

header m :Preamble *
10 %11 Laill h'} CELH & 550 10101010 Laille by 7 (0 il @

Siiaaall s Jua sl ¢ el s Zial 3o Jal o padins o
- « JBYI s il aaa s 3 A8 Y .
:addresses crstall o
3 (Sour_ce and Destination) Jiivall s Ju all MAC ) Gstie Jiai a5 culy B e callss o
AL il My S e U85 ALY G {ﬁwfn Osie ga s el Gitas Jise o sie o 1) (ol Bie Jiad 1)
" ‘ (Type) g5 »
(AppleTalk <Novell IPX « J4gll dass le ¢ (San paNL gandl (81 [P Ule) eI A8l J S 555 5 M ond el 2 o sy o
1P il g 5 be Sl o) 0x0800 (o ¢« JBal) s e
Payload -
! e g i) J6 & ¢(46 -1500 bytes) Ox lans zsln o
(i) Al (MTU) ) 32s s ool o8 s 1500
sl & 55l ST and i(<uli 4) CRC »
DY) Jlea) oy sl e RSl s o

:unreliable 3sise e o
Ju ) (N NIC (Sl ke gl Jfiad 5232 Y o
DY) S 13 Lee 35S (gl s pall sl Gl
l!{ap;,a ot GlLas) 3 Jls 3 oY) el s o
] \.@JLAA FWJ\L.\L\LM\.\AS@JO

eale e o
as < Jifiaall 5 Jupall ( dndlian dgag a2 o
A8 jidiall <) gial) Al 8 Lo MAcgﬁ% inary backoff s CSMA / CD ) 48 axdiuy o
ll ] 'I aalidall i ) yulee (g dawll angy e
MAMARA UNTV L
- MAC protocol
application and fra'z; fc:)cn(;at (802.3)
transport
network |7 .- 100BASE-TX |1OGBASE—T2 1OOBASE—FX‘
link I 100BASE T4 || 100BASE-SX | [ 100BASEBX ||
physical | a :
copper (twister fiber physical layer

pair) physical layer

18
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:Ethernet switch ©
Lo 1953 ol dom s A Sl @
5 ) Jsn] [ 4m 58 B3le) 5 Ak ol @
"\‘ 315l DU MAC O sie pands psias LS o

/ ada JUaY) Juitul &3 (g2
A8 jisall 3Ll ) s sl CSMA / CD I 4 ;S SR ) <l ) (o jUaY) 4pa 53 bale) o Loxie o
d" o0 (transparent) <slad o
lA. Switch ) 2sa sl (S 0 e (pinaall o
0jl_oJl plug-and-play, self-learning
1dia gl ddida Slea Caillag o
:Filtering o_iall o
ui adalind o ol e Biie ) Y] 4 53 80ke) any OIS 13 Lo a3

:Forwarding (Us<dll) 4 sisale) o
) lls YUY Ll JUSY) A 5 o () 38l et

Sl o linly Blall gpen 5l aaly ) Al (<

MANMARA UN

-

Source: A
’// Dest: A’

A
4 % 2 :Ethernet switch
QEW&/Q :(self-learning) 31 alxill o

) Jsmmsll (Say Cpinnall (5f Switch plaiy
~ e

I AA ';')AS\ &5« Switch I alay oYl Juiul xie o

g w v (L&Y S )
A N Jsan Gann (il &8 so/us ye) e slaall 7 55 Qo o3y
MAC addr |interface |TTL %w il 2 l A Switch I

A 1 60 | Switch table JUia taaa gl sale) ¢ I L) o

(initially empty) o
,g, 3 ll a l'dJ)uﬁéM‘é}A‘A"J\LY‘Z\HJ .
B’ (6 J flood -
s re pBse Al o
A selectively send on just one link
i aa 5 dse o ) JlayY) o
MAC addr |interface |TTL ' de A o salall MAC I o) sie Janw Cada I
A 1 60 | switch table (3283 60 o Jal) Jysus 6.\:&@:)\,43\ el
A’ 4 60 | (inttially empty) a8y 60 saal 15U) A sl 13)

MAMNARA UNIVERLITY
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Ethernet switch:
Al e
(S, dam pall A, Ul oS3 o
e G skl L Juayd Y da sas 2k ol ) ST ot Al s G saiall Jus 3 A 3282l of Lia 5381 13) o
54 553
O IS Switch - dsas Gasa i Al il laal) 22a ut\:l; U] 1 sbo i (Cpnmall) 2iall as o i

Q’Qq S1,S2, 53, 54

g—f/": m\% 4

BJEC Dggj jér:\ |

Ethernet switch: ¢

Virtual Local Area Network *

i VLAN GUSL) ae i Sl Switch I Augs UEANJ

&\y\J\ .
',.m.dl ‘;cwu(VLAN)uﬁLLuum .
el 5 A.lzm\}.\) Switch 2 élia é_m;.:fJ

PRRERPY

Al i) Switch S 450 54l 4%ugy Switch ) 138 Jasy Cusy

ojli_gJl

- ol Y] Gl g il IS doe ¢ outer
(eaisal Switch 1 ge Jall 5a m sl e % IVLANS ) s Ja) ‘ﬁ

39 333

Electrical Engineering Computer Science . _ )
(VLAN ports 1-8) (VLAN ports 9-15) Electrical Engineering Computer Science Electrical Engineering Computer Science
(VLAN ports 1-8) (VLAN ports 8-16) (VLAN ports 1-8) (VLAN ports 9-15)
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Ethernet switch:

Virtual Local Area Network
o ;&\}331\ .
trunk port: ¢
Ao gana G &l aY) Jalal andiey o

Badxia AL 58 Switch e
VLAN 1 pme 0o e sbas Switch 31 0 VAN Jals Lo 58 3l Sl Y1 (5 5 of camg @

ipe 7 L0 () Jsis 802,10 IS sisp sl
o8 e 802.1 frame = trunk el (e 3lia G legaa 5

Ow < 802.1Q VLAN frame format

", type

T o e

0 N I N
el BT 2=

333 33

-byte Tag Protocol Identifier Recomputed
(value: 81-00)  oma T

Electrical Engineering Computer Science Ports 2,3 5 belong to EE VLAN
Tag Control Information (12 bit VLAN ID field, (VLAN ports 1-8) (VLAN ports 9-15) Ports 4,6,7,8 belong to CS VLAN

3 bit priority field like IP TOS)

A A5 .

Siisal) I Jusyall e bl Jo Rplee e A gpuall & o
AV Al (e Aaslal) il alis 2 eyl cila e o

'~ ds.dl :G.\H L_|L|Lu5\ ruLu r‘;.l.l dL\S.\uY‘ ;ul; Lf“;
8 bu—“eﬁ@“@*—ﬂ”}ﬂ‘d}”(ROUtEf)“ﬂ‘ .
_ S i il o
V/ forwarding ¢

Dondiall s jlie U as sl Jalae (e llall o5 JB5 @
‘routing 4 il .
G_Q.Ol 2 gl ) adl e SUL A s 4Kk 3 Jladl a3 e
aa sl Chajlsa e
. . Data plane -«
OJ I I ‘ I l per-router s ddsall Cailla gl a5 o
AN dise I 4 gall JAA) dita ) Jea G ULl 0 s dgn g Bl S daa e
MANARA UNIVERSITY forwarding b s a sy o
Control plane *
Arnal gl CISLEN Glaie
el ) sl e Jlsall Jsha o e sall g Sl p3s 4 S RAS Sany e
Control plane J (pagie 25 @
Clga sall (& Wi 5l 4 il Syl 8 o
(s o 540 3 365 1(SDN) ool 2ol A2«

21



1/19/2022

ASl dids .
routing Cilea sall Ll e dale 3 yla0 o
processor ) JAal e Callay .
i — Jo e R ) ) s o Ll Sl 3l Gl

— 11l M —H:,El” (m‘: A 6l ¢ Jaal Je e tdem gl ik o
L N | W | d y :Forwarding/switching
.

routing, management

'lu\,.\r_ Gl o s Ay 55 i aladiuly e
i) uLc?J,a; 233l Jookup output i

i Jara (je EJ""' Sl s Glas 13} iqueuing ¢
fabric switch fabric il 42a sl 5312

_@ % G_Q_Ol 5 ‘Switching fabrics «
. 28 gall A8l 3 SIN e da el Jai e

high-speed
switching

L
router input ports router output ports 0 l 1 0 l I aliall Al Sl
— :Switching fabrics e gl s o
Emem MAMHRA JuNIVERSITY Memory
B Bus -
===N Crossbar .
b z )sjl Ml e
memory bus crossbar F E| B sall g 5atll 3 S13 A:J'j: *
I [ Swutchmg fabrics u‘ il 5
Ja YT Jana ua &)u‘ ﬁ
Je 30 Galal &gl i Jal o
S Sl A «
packet packet A .y T -
arrivals queue link departures "d‘,&‘ ‘—’lﬂj\} d‘)L *

5 e Ledl) il 20l dajall pal Al e

(% 0 1) FIFO W5 e

4 (priority) Z:sis¥) s
Round Robin (RR) s

arrivals departures
. [>< — We.ghwmpq) iy pall Alolall LS RSl e o

(waiting area) (server)

high prierity queue
(waiting area)

classify link (Y_j‘ (\-\A—I \2(.}‘ JJ\}X\) FIFO AJJAA .
fow prcrty queus (*** 0) Lﬂaea@-Us el oy 5 oy Sl m ) 3 o
i
(waiting area) MAMARA UNIVEASITY s3al 5 queue ¢lisi o

(priority) 4l s¥ &l san o
queue AV s éc\]\ aﬂ)l}‘y\ Gl bl 4a s Jla b ?}33 .
Aaliae ol b saamie Calial @llics o
queue JS caia o
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X

0 ©) (ZI‘)
arrivals

packet
in

service

departures l

(ORONONC)

;
\

classify
arrivals
—>

—
—_—

:.~ s. Al w...l .
Al Ul 3ok
Round Robin (RR) s o
Baaxie queue s Baaie Cilial Slliag o

A queueJl JU‘AS[‘;J}JM?}E .
(8aa) 5 Jla p3) Ciiea S (e

Weighted Rair@Jeuing (WFQ) i) sall dlalal) Y] i s

* . Round Robin e daszall 44 kall yiiai o

6J Liﬁml“‘ Cabea JSI ((5)34) 2dme 3o T a6 @

IP protocol version
number

header length
(bytes) |

length

total datagram
length (bytes)

A A o
(IP) i s JsS555 0 o

“type” of data —

flnel
g

fragment —

connectionless 4laiyl aae o

16-bit identifier
rn‘c_lx_nurnber‘ timeto |protocol header
remaininghops | live checksum

unreliable 3sis & ©
(A s i) (o ai8) 3 gana pladf CHLEK) a4 o

(decremented at 32 bit source IP address

\/ Gl oSl Raxk a5y Y e
A Ul Fe s e il Aids cilily Cadaty o ghy o

each router)

32 bit destination IP address
upper layer protocol

IP Jd cllal) 4 A<

to deliver payload to options (if any)

A pglia (g ) waatl 233505 Time-to-live TTL (1 byte)
xenll P, e

data
(variable length,
typicallya TCP
or UDP segment)

récord Tou Loall 4 g lee JS g lgiad ailin o
ifly e Jsea s 2 saas Ll Aaja Jlaaly da gl o iy
list of routers .. . ) Sl L
Clovisit 7 Jall &ada J &5y 5 ¢ 5 238, tProtocol (1 bytel .
¢

) 6:TCP,17: UDP :J%
Ja) e Internet Checksum s23ius :Header checksum  *
Ly g il pania eUad VT Caliss)

Ty s il Gana eladl GLES) o ) el Jlad) s @
i) daiall 1) e jall s 5e3 8 checksum ) il alely 4asall 0 iy o
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1<) Ak «
PSP IVEN SR P PREREN

fragmentation:
in: one large datagram
out: 3 smaller datagrams

AN a3kl P A bl a s A ad Sy e
35 0a ) o sl (e de sene muaiaal gdada o
- Sitsall (parn Jadh apenill sale) &5y o

length
=4000

ID ‘fragﬂag offset
=x| =0 | =0

one large datagram becomes OJ yail P 4 258 e i‘:’e.“* a— e:‘ﬁ °
several smaller datagrams MAMARA UNIVEALITY Lt yi g alall cald

1480 bytes in [~ Tiengih 1D |fragﬂag offset 'd

data field | |=1500]=x| =1 =0 4000 byte datagram

offset = [__[length [ID |fragflag | offset MTU = 1500 bytes *
1480/8 | [=1500]=x[ =1 =185
length |ID | fragflag | offset
=1040|=x| =0 | =370

wired Ethernet interfaces
223111 __connected by Ethernet switches

/ 223124 | E'
>< 223.1.1.4 223.1.2 l

223.1,12#

-
ﬁ_@_“/'j@

%1 13 o I;
e l 22312,

LA | T A
IPV4 Al Cglic o
Bl iyl 223505 Cu 32 (e IP I Ol s allsy .
45 o Sleasall 5 pbnaall Jua gy Mial) o s o
333t Mlia le JS5 4n sall lliay
wired :dbe) Gt i Mie e (host) casaall clliay o

‘ ! q_Q_o l N (Ethernet, wireless 802.11
1223131 | 225132 s o ) " i X IP Q)5 ‘A‘:"“é““:ﬁ“‘ K.
e e nQaJLm.ml,lw o 2 ) Banalls [PVA I (o skie S 23

MAMARA UNTV

casary
A: wireless WiFiinterfaces 223111 = I11011111 90000001 0.0000001 00000001

connected by WiFibase station
223 1 1 1

s ple IP Ol sie dlliag o g Apallall i Y1 A0S Gani A 5a 5l e (Y Mia S
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A Al .
JIPVA I (pglie o
3 Ssall MAC ) ) sie ap3a3 Sy BS 1) 3
otocol (ARP) JsSsisull Gasb e ilsall o
4 MAC o) sie
Jsan clliag LAN A8 (pana (450 5} Cancas) [P s2ie JSARP I Jsan o
AEPY) AN Sie (and [P/ MAC Cpslie Cligas o
- . <IPaddress; MAC address; TTL>

(typically 20 min) 48 J& Jsaall peyl sl A 3 e 3N g8 :TTL (Time To Live)

IP address MAC address

137.196.7.23 71-65-F7-2B-08-53 13:45:00
137.196.7.14  58-23-D7-FA-20-BO 13:52:00

Al Zagl ©
(IPV4A ) Glie o

Popaa (43 50 5 Cinna) P 32 JSARP ) Jsas o

) il A a i) 2y A Ball

less not in A's ARP table. *

A broadcastf.ARP query packet, containing B's IP address ¢

desws = FF-FF-FF-FF-FF-FF *
all nodes on LAN receive ARP query ¢
B receives ARP “j:nh‘rﬂ)ﬁ'?IA with its (B's) MAC address *
q e sent to A’s MAC address (unicast)
A caches (saves) IP-to-MAC address pair in its ARP table Until information becomes old (time; .
out
soft state: information that times out (goes away) unless refreshed

“plug-and-play” JsSsis » 0o 3ke #ARP JsSsisdl o
A3 nde (e A5 (50 ARP ) sl oLl dal) 055 o
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X

A Ak .
JIPVA I (pglie o
™ (s AT LAN et ) 4l
R 4 5a) e B ) A e b e Jl)f o
Al A ja) IP A e — A giall e 5€ ) o
"B~ paldd) 1P ) st i A O Gk e

L2 ORSNR I sl P 05 i AL b+

g oa(fas) r Galall MAC I Ol sie Capm A ol i o
0) bl

MAMNARA UNIVERLXTY

(LYW

X

A Al .
(IPV4 ) cpslic e
i (AT LAN A8 ) 4l
: Iﬁ’datagram with IP source A, destination B

MAC src: 74-29-9C-E8-FF-55

ates link-layer frame with R's MAC address as
destination address, frame contains A-to-B IP datagram

6)LaJl

MANARA UNIVERLITY

111.111.111.111
74-29-9C-E8-FF-55

222.222.222.222
T 49-BD-D2-C7-56-2A

222.222.222.220
1A-23-F9-CD-06-9B

111.111.111.112 111.111.111.110 222.322.222.221
CC-49-DE-DO-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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X

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-B9-@6:171BBMB111.111
IP src: 111.111P1dest1 £22.222.222.
IP dest: 222.222

111111111111
74-29-9C-E8-FF-55

111.111.111.112 111.111.111.110
CC-49-DE-DO-AB-7D E6-E9-00-17-BB-4B

i
Eth

T

222.222.222.220
1A-23-F9-CD-06-9B

bol A

A Ak .

[IPVA I cpslie o

g

222.222.222.222
49-BD-D2-C7-56-2A

222;22‘222.221

88-B2-2F-54-1A-0F

fromA to R (A LAN 4Sas ) a5l o
.
ived at R, datagram removed, passed up to IP

X

R forwards datagram with IP source A, desti

R creates link-layer frame with B's MAC add
destination address, frame contains A-to-B IP,,
datagram

111.111.111.111
74-29-9C-E8-FF-55

111.111.111.112 111.111.111.110

(e Kv.

A Ak .
APV4 A i o

(AT LAN A%d () a5l o

src: 1A-23-F9-CD-06-9B

MAé dest: 49-BD-D2-C7-56-2A

f
o

Eth

Phy

i

222.222.222.220
1A-23-F9-CD-06-9B

CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B

IP src: 111.111.111.111
IP dest: 222.222.222.222

IP
Eth
Phy
"
N
222.222.222.222

49-BD-D2-C7-56-2A

222.322.222.221
88-B2-2F-54-1A-0F
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A A .
APV4 A cglie o
A LAN A 4 ) o
. MAC src: 1A-23-F9-CD-06-9B
; MAC dest: 49-BD-D2-C7-56-2A
IP src: 111.111.111.111

R forwards datagram with IP source

. . ' IP dest: 222.222.222.222
R creates link-layer frame with B's SS 2 1P
destination address, frame contains A-to-B IP 1P 'Ert]h
datagram Eth y
aeol a5t

111.111.111.111
74-29-9C-E8-FF-55

t

222.222.222.222
49-BD-D2-C7-56-2A
222.222.222.220
1A-23-F9-CD-06-9B

e g/
111.111.111.112 111.111.111.110 222.222.222.221

CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F

A Ak .
APV4 A i o
(AT LAN A%d ()4l o

~ MAC src: 1A-23-F9-CD-06-98
y MAC dest: 49-BD-D2-C7-56-2A
/. IP sre: 111.111.111.111
nation B IP dest: 222.222.222.222

AC*"address as dest,

R forwards datagram with IP

R creates link-layer frame wi

frame contains A-to-B IP datﬁam | . é‘:’h
Phy
. )liaol P
111.11.1..;11.111 T Y Y N

74-29-9C-E8-FF-55 1

222.222.222.222
49-BD-D2-C7-56-2A
222.222.222.220
1A-23-F9-CD-06-9B

111.111.111.112 111.111.111.110 222.§22.222.221

CC-49-DE-DO-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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X

ASA] g .

(IPV4 A cpslic e
Py 10n sl Cilial o

Second Third Fourth First Second Third Fourth
byte byte byte byte byte byte byte

I I Class A [ 0-127 || ] I
|

I Il Il Il

Class B [128-191]|

First

byte
ClassA [ O
ClassB [10
ClassC [110

I Il Il Class¢ [192-223]| Il I

Class D [1110

I Il Il

Class D [224-239]| i Il

ClassE [1111

I Il Il

Class E [240-255] i Il

a. Binary notation

b. Dotted-decimal notation
MANMARA UNIVEASITY

Class Number of Blocks Block Size Application
A 128 16.777.216 Unicast
B 16,384 65,536 Unicast
C 2.097.152 256 Unicast
D 1 268.435.456 Multicast )
E 1 268,435,456 Reserved

X

A< Ak o
IPV4 Al (pslic o

LAl P pslic o

f‘ug)»gw,uc@uu\ P cpslie o

VA 1P b L e e

2 Lo Daa Ailee (050 SIS (pania Lgaladind (Say o
(]_Q_Ql DU 1P I i slims (5 AY) Csbiall ans o
v ¢ { privat "U addresses) “alall [P I g gbic Sl o
0) LL(]j 10.0.0.0 to 10.255.255.255
WasamA Unvensre 172.16.0.0 to 172.31.255.255 ¢

192.168.0.0 to 192.168.255.255 *
loopback ) Jaf (e b Jaa 23 127.0. 0.0 — 127.255. 255.255 :IP I cusbie Jlaa o

p—
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subnet subnet
address . address
223.1.1.0/24 ‘ ) A 48 o
223.1.2.0/24
223.1.1.1 (APV4 Al Cglic o
223.1.24 ~ sl g
. —_— A S Tl PN
.g s 223112 _l \ /ol Gie 0 ip e Gl
3 ¥ subnet part - high order bits *

223.1.1.xxx ;b o

4223'1'1'3 223'1‘3'27 223.13:2&‘ a&o l ~N host part - low order bits
subnet el el Al olgie o) sill e subnet sall sy e
%/ mupdp@mﬂmw .
2231347 |223.1.3.2 pannea unsolsiall Lo Al AS0El ¢ ja sl n Jia Cus e /

ab.cd/ndsall Jle oSy de A3 o sie e
223.1.1.0/24 :Jbs o

subnet , 223.1.3.0/24
address

subnet mask: /24

A Al .

(PV4 A Cnglic o
. AN ads
Classless InterDomain Routing (CIDR)
Ax Cusab.cd /x o)l G e

Ol sindl (pe A all AS4E

subnet host
Part (pr; part
11001000 0001 00 00000000

268 Bsl16Brot Ao

ISP's block 11004000~00010111 00010000 00000000 200.23.16.0/20

Organization0 11001000 00010111 00010000 00000000 200.23.16.0/23
Organization1 11001000 00010111 00010010 00000000 200.23.18.0/23
Organization2 11001000 00010111 00010100 00000000 200.23.20.0/23

Organization7 11001000 00010111 00011110 00000000 200.23.30.0/23
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:.. ;. al ..j .
APV ) (nslie o
GISE andl o

Classless InterDomain Routing (CIDR) *

WJia .

su\,».m_.umdmm Gai

Lo o gllaall g die b Culed aoyf ) 2 liss A sall o3 () i
ot elle mmnu_um,wu;

dall .
We need 4 subnets, which means we need to add two more 1s (IogZ 4 = 2) to the site prefix. The subnet prefix is
then /28.
What are the subnet adm e of addresses for each subnet?

The site has 232-226 = 64 addresses. Each subnet has 23,7, 2 = 16 addreSses. Now let us find the firstand
i last address in each subnet.
Subnets’ Addresses: ¢

1st subnet: 1st address 130.34.12.64 and last address,.ls 130,34.12.79. the subnet addressis  *
130.34.12.64/28

2" subnet: 1st address 130.34.12.80 and last address is 130.34.12.95. the subnet address is ¢
130.34.12.80/28

31 subnet: 1st address 130.34.12.96 and last address is 130.34.12.111. the subnet addressis ¢
130.34.12.96/28

4th subnet: 1st address 130.34.12.112 and last address is 130.34.12.127. the subnet addressis  *
130.34.12.112/28

A ks o
:network address translation (NAT) «
LT 1P il Alaall 4S5 aladii) A1S4) Cangl) o
5 ISP (e slhae e G sbiall e Gl o
= w‘M\@aﬁylw}\.ﬂ:Mu&
MM\AS.\J\@»)@AY\ wjmwujéuﬁy‘uhd}f)ﬁﬂu&
(i) el o Jad) Alladl U8 ga 4 505 ¢ A G e daladl) A0l J200 53 sa gall 3 3eaY) o
- L NATJ\AA}JL@AQ‘:&_\M mﬂ\ .
(# ) 38d) ([P NAT o) ) duuyal) Sl o 3a QJ'(.M-J V1P o sie) Jlaiid “aluyall UL a3a
i (l 5iaS (# apaall MSAINIP AT 5 ) 2133l samal) a3l 531l / eDlenll Comians
(AP NAT o) sie) I (# 23l ¢ Haadl [P ol sic) clasbeall 753 (e Jas IS Cally(NAT A Jsan ) :3daadle o
(# sl dasal)
Olsie) ee Alinall ilily o s JS3 JLELLYT Jsis A (# waadl 283l ([P NAT Ol sie) daul (Al bl 2 5a
NAT s A o dall (# il aadl P
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NAT translation table
. 1: host 10.0.0.1
2: NAT router WAN side addr  [LAN side addr sends datagram to

changes datagram
sourcge addrfr%m 138.76.29.7, 5001 |10.0.0.1, 3345 | 128.119.40.186, 80

10.0.0.1, 3345 to S
138.76.29.7, 5001,
updates table

S:10.0.0.1, 3345
D: 128.119.40.186, 80

_g‘? 10.0.0.1

_D 10.0.0.2
2 S
138.76.29.7 S:128.119.40.186, 80 =

D: 10.0.0.1, 3345
S:128.119.40.186, 80 \
4, D:138.76.29.7, 5001 - 10.0.0.3
3: reply arrives -
dest. address:

138.76.29.7, 5001

S:138.76.29.7, 5001
D: 128.119.40.186, 80

A A o

M :network address translation (NAT)

)

ALl Ayl o

sl Y S e
)"'B sl C'_l\)l...m.“ RYREN] :A:x.;)ﬂ\ d)SJKJ)Jg_mA .
Clgmpa) @iy o da Judus QWS (path) sbedl o
s i ¢ e sl ¢k B8 (good) "aat e
) (&8 agal) @l sall (e i (routing) 4 s) e

a5l dae )l 52 e

ol o

?@M\l—c%mx a1 ) Jlsudl e Toldie ) Lebsion (S o
~il: ~ ‘(global) ide «
JLAQMJ@&L&GALQ%,A\@“_A&# .

“link state” <ol & o

:(decentralized) &S <Y

Ol Jlai¥) ol 5 (Ll 38 dme Galeaial) ) pad) e e glae e dnsall (5 50y o
Q\).}.a.“ cAk;llA}lM” J.\L.\'i‘,g__ﬂ.uaﬂa__a)\)ﬁ:\__\kc .
“distance vector” &l sa o
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A A o
a5l ey lsa e
) i) .
G Ads M sl e Taldie) Ledat oSay o
v ‘(static) 4t .
o s 0 gn el Gl luall i o
:(dynamic) ASsliny o
).\S\ Ae Gl jlall i e

deo gosd Sl -
7 s11) Jlaiy) 448 il il Llaia) o
dJl i a ” A link-state routing algorithm

Dijkstra’s algorithm
8a]) BRI G (3 [ oy JLaiY) CllSS ¢ Sl L sl
“link state broadcast” ddawl 5 W jladl aly o
o slaall (i gl Siall o @
GAY! dial) waen ) ("aaall") Aigma saie (pe 4815 JAY) el Carend
sal) il (forwarding table) el Jsas oy o
iine k3 2815 J8Y1 <l jlusall e oyl iy kol ) S5 any 1ag ) S5 o

* Network layer:
* Routing algorithm
* A link-state routing algorithm
* Dijkstra’s algorithm Im'tlahzation:
N"={u}
for all nodes v
* c(x,y): link cost from node x to if v adjacenttou

1
. 1 . 2
notation: 3
4
y; = o< if not direct nm l N 5 then D(v) = c(u,v)
6
7
8

* D(v): current value of cost of path from else D(v) = =

source to dest. v OJ
. . Loop
?r(c\)/r)’n Zgi‘isgiissr noc':l,e: 21908 P?tlh =L 9 find w notin N' such that D(w) is a minimum
) 10 addwtoN'
* N%:set Of qqdes whose least cost 11 update D(v) for all v adjacent to w and not in N':
path definitively known 12 D(v) = min( D(v), D(w) + c(w,v) )

13 /* new cost to v is either old cost to v or known
14 shortest path cost to w plus cost fromw to v */
15 until all nodes in N*
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* Network layer:
* Routing algorithm
* A link-state routing algorithm
* Dijkstra’s algorithm
* Example:

D(v) D(w) D() DO LA

Step N’ p(v)

1/19/2022

resulting forwarding table in u:

p(w) p(X) PY)e R(Z)
7w Gw 5 u—oJ' [destination | link |

0

1 uw 6,w 5 u)i1, [T

2 uwx 1w 14X X
3 UWXV 14,x w
4 uwxvy @,y v
5 uwxvyz y

(u, x)
(u, w)
(u, w)
(u, w)

(u, w)

* Network layer:
* Routing algorithm

* A link-state routing algorithm
* Dijkstra’s algorithm

e Example2:
a0

Step N'__ D(v),p(v) D(w), pcw) D(x).,pE) _ D(y).p(y) D(2),p(2)
0 u 2,u i oo )
1 ux «/*z/ 4,xu ineantiey ————2,X oo
2 uxy«/ijl:r/S,y 4y
3 UXYV < 3y 4y
4 uxyvw 4y
5 uxywz<——
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* Network layer:
* Routing algorithm
* A link-state routing algorithm
* Dijkstra’s algorithm

* oscillations possible:
* e.g., support link cost €

* solutions
* Prevent using load as a,metric of cost!
* Prevent routers from ram goffthm at the same time
* randomize the time it sends out a [ink advertisement by routers

PR
o 0 +e 2+e@0
R 0‘0/1+e 0
f 1

‘k‘;arried traffic:

L given these costs, given these costs, given these costs,
initially find new routing.... find new routing....  find new routing....

resulting in new costs  resulting in new costs resulting in new costs

* Network layer:
* Routing algorithm

* Distance vector algorithm
* Bellman-Ford example

d,2) =5, d(2) =3, dy(2) = 3

ation says:

Ao ol @ =min{cu,v) +d,(2),
R .| c(u,x) + d.(2),
ojlioJ c(u,w) +d,(2) }
T = min {2 + 5,

1+3,
5+3) =4

node achieving minimum is next
hop in shortest path, used in forwarding table
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* Network layer:
* Routing algorithm
* Distance vector algorithm
* key idea:

¢ from time-to-time, each n
estimate to neighbors

* when x receives new DV estimate frnim neighbor, it updates wait for (change in local link

its own DV using B-F equam cost or msg from neighbor)
¢ D,(y) & minfc(x,v) + D, y)z foreachnodey eN

* iterative, asynchronous: each Iggalitefatigncdused by:
L ry

-
-

‘ each node:
b‘dista nce vector

* local link cost change recompute estimates
* DV update message from neighbor
* distributed:
* each node notifies neighbors only when its DV changes if DV to any dest has
* neighbors then notify their neighbors if necessary changed, noﬁfy neighbors

I

DY) = minc(xy) + Dy(y), c(x2) + Dfy)y D2 =minfelxy)+
= min{2+0, 7+1) = 2 D,(2), c(x,2) + D,(2)}
= min{2+1, 7+0} = 3

* Network layer:
* Routing algorithm
* Distance vector algorithm
e Example:

cost to
Xy z

023
201
310

cost to

36
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* Network layer:

* Routing algorithm
* Distance vector algorithm
* link cost changes:
* node detects local link cos
* updates routing info, recalculates

distance vector G_QO | N

* if DV changes, notify neighbors

+ Time-steps: (9 LL_UJI

1 * t0:y detects link-cost change, updates its DV, informs its neighbors.
1 * t1:zreceives update from y, updates its table, computes new least cost to x, sends its
neighbors its DV.
S99 50 Z * t2:yreceives z's update, updates its distance table. y’s least costs do not change, soy

does not send a message to z.

* Network layer:
* Routing algorithm
* Distance vector algorithm

* link cost changes: 60
* node detects local link cos 1
* bad news travels slow - “count to infinity” problem! X
- = Z

* 44 iterations before algoriﬁ@ﬂi@e text = 50

* Solution: add poisoned reversg « e
* If Z routes through YQQ-L&OJ I
* Ztells Yits (Z's) distaneeto X is infinite (so Y won’t route to X via Z)
» will this completely solve count to infinity problem?
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A A e
conirol plane :Generalized Forwarding and SDN ¢
................................ | e 2 85 i e A ge S (s siag
data plane \ 3—1)5)‘ don 55 aSad Bas g Ao 5 4y )53

local flow table v :generalized forwarding
:hefcfc:\rs cot:r-ﬂ-ers aritic-ms s - j;“ & dabdﬂ E\L:uu el jé
(e D) st Ll G s Match (rule):

. ’I Al 4. 3l (Actions) Gilel yal)
NIVERS

logically-centralized routing controller

drop, forward, modify, matched
Ty packet or send matched packet
to controller

values in arriving
packet’ s header

Eﬂ 1. src=1.2.*.*, dest=3.4.5.* = drop
2. src=**** dest=3.4.*.* - forward(2)
3. src=10.1.2.3, dest=*.*.*.* - send to controller

* Network layer:
* Generalized Forwarding and S

* OpenFlow: Flow Table Entries “
Rule Action Stats
: | Packet + byte counters
T - -
a_Q(1 Forward packet to port(s)
{.. , . 2. Encapsulate and forward to controller
OJ LLB. Drop packet
gmu__ . 4. Send to normal processing pipeline
: 5. Modify Fields
switch [vian | mac | mac | Eth [ ip | P ‘ 1P TCP |TCP |
Port D src dst type | Src Dst Prot | sport | dport
T IL T ] L T |
Link layer Network layer Transport layer
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* Network layer:

1/19/2022

* Generalized Forwarding and S
* OpenFlow: Flow Table Entries

* Examples

* Network layer:

Destination-based ifg:

Switch [MAC
Port [src

MAC [Eth IVLAN (IP IP IP TCP  [TCP

dst [type |[ID Src  Dst  |Prot [sport |dport Action

*

*

*G_Q.D * 51608 * * *  porté

h_ﬁ_(ﬂ'ams destined to IP address 51.6.0.8 should
be forwarded to router output port 6

Destination-based' Iaye'r 2 (switch) forwarding:

Switch MAC [MAC [Eth VLAN |[IP IP IP TCP  [TCP Action
Port src dst type [ID Src Dst Prot [sport |dport
* 22:A7:23: * * * * * * * * port3

11:E1:02

layer 2 frames from MAC address 22:A7:23:11:E1:02
should be forwarded to output port 3

* Generalized Forwarding and S

* OpenFlow: Flow Table Entries

* Examples

Firewall:
Switch MAC [MAC [Eth IVLAN |IP IP IP TCP  [TCP Forward
Port [src dst type |ID Src Dst Prot [sport |dport

do. not forward (block) all datagrams destined to TCP port 22
Switch MAC [MAC [Eth VLAN |IP IP IP ITCP  [TCP Forward
Port src dst type [ID Src Dst Prot [sport |dport
* * * * * 128.119.1.1 % * * * drop

do not forward (block) all datagrams sent by host 128.119.1.1
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* Network layer:

* Generalized Forwarding and S

* OpenFlow Example:

match action
P Src=103""
IP Dst = 10.2.+.+ |forward(3)

match action
ingress port =1
IP Src = 10.3.*.* | forward(4)
IP Dst = 10.2.*.*

Example: datagrams from

hosts h5 and h6 should

be sent to h3 or h4, via s1
'\"‘\_ and from there to s2

" Host h6
L 10.3.06

Host h4

- 4 ‘g 10.2.0.4

Host h3
10.2.0.3

ol gt | G AulSiing Ay
A Jad) ASad!) el gl lSs el @
@ Hesrad] iluaylgidly Bylally c¥gSyig Al ®

match

action

ingress port =2
IP Dst = 10.2.0.3

forward(3)

ingress port =2
IP Dst = 10.2.0.4

forward(4)

1/19/2022

ool gl S laolad @

10T o Lei¥| ol Jlms @ ol gond| il wladas @

6)li_aJl

MANARA UNIVERLITY
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