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1. Wired LANSs.
2. Standard Ethernet.
3. Cyclic Redundancy Check (CRC)
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Wired LANs

Sl o S Lasy (1Sadd ulas @ Project 802 by IEEE «
Al LAN =¥sS559 0 liledl Jayg 2lial) naadall dpoliell Casllsgll upumsl 46,1
* IEEE subdivided data link layer:
Logical Link Control (LLC), Media Access Control (MAC).
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MAC defines specific access

method for each LAN:

-CSMA/CD
for Ethernet LAN,

Py

Wired LANs

- LLC provides one single data link control protocol for

all IEEE LANSs.

- MAC provides different protocols for different LAN.

LLC: Logical link control

MAC: Media acc

ess control

Upper layers

Upper layers

LLC
. Data link layer .

-Token passing Ethernet Token Ring Token Bus

MAC MAC MAC

for tokenring, —— —
thernet
. + Token Ring Token Bus
Al ph)glec\f.elrlaals)fers physical layer physical layer
- [ T issi i )
OS5l or Internet model |EEE Standard
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- Ethernet LAN is defined by IEEE 802.3 standard,
ituses |-persistent CSMA/CD as the access method.

Wired LANs: Ethernet

Py
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- The MAC sublayer is responsible for the operation of the CSMA/CD.

Ethernet

evolution
Standard Fast Gigabit Ten-Gigabit
Ethernet Ethernet Ethernet Ethernet
10 Mbps 100 Mbps 1 Gbps 10 Gbps
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Wired LANs: Standard Ethernet

Standard Ethernet 802.3 frame format

Destination | Source | Length )
ﬂ Preamble | SFD ddress address | ortype Data and padding| CRC
6 bytes 2 bytes 4 bytes

7bytes  1byte| 6 bytes

Physical layer

preamble: header

®7 bytes with pattern 10101010 followed by one byte with pattern 10101011

® used to synchronize receiver and sender clock rates

L o) aS5ad) 23y e goudas 48 bit (oo 058 38 (ylgie bua/dAazs ST
Network Interface Card (NIC).
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Wired LANs: Standard Ethernet

Destination | Source | Length )
H Preamble | SFD address address | ortype Data and padding| CRC
7 bytes  1byte| 6 bytes 6 bytes 2 bytes 4 bytes

Physical layer
header

Example of an address in hexadecimal notation:

* Unicast: LSB of first byte

* Broadcast: All 1's

0

06:01:02:01:2C:4B
| |

6 bytes = 12 hex digits = 48 bits

* Frame length: The minimum frame length is 64 bytes; the maximumiis

1518 bytes.
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Channel Partitioning MAC Protocols: TDMA

TDMA: Time Division Multiple Access!
"rounds” le¥sa (§ sLall | Jgumsll 448 @1y >
(length =single frame <ol Jsb 93 slot y> e Aama S a3 >
transmission time) in each round !
idle Nalals zms Zotseiull e Slpsdl >
> Example: 6-station LAN; 1, 3,4 have frames, slots 2, 5, 6 idle

6-slot
frame
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6-slots
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Channel Partitioning MAC Protocols: FDMA

FDMA: Frequency Division Multiple Access!
frequency bands 4,255 <l8las I sLall by iy >
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> Example: 6-station LAN; 1, 3,4 have frames, frequency bands 2, 5, 6 idle

0 time
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Random Access Protocols
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a Examples of random access MAC protocols:!
= slotted ALOHA!

= ALOHA!
= CSMA, CSMA/CD, CSMA/CA
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CSMA collisions

spatial layout of nodes
~—— space —

A : C

+— time
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CSMA/CD (Collision Detection)

CSMA/CD: Carrier Sense Multiple Access/Collision Detection!

Jlos¥! ¢l 3Lial) patuy 43S0y CSMA § LS Loyl Uz gog JELII yaiidug O
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CSMA/CD (Collision Detection)

+—— §pace —*

+~— fime
L

7

collision
detect/abort
time
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Cyclic Redundancy Check (CRC)

> The CRC error detection method treats the packet of data to be transmitted as a large polynomial.

> The transmitter takes the message polynomial and using polynomial arithmetic, divides it by a

given generating polynomial.

> The quotient (iewall 4,5) is discarded but the remainder is “attached” to the end of the

message (remainder (mod) arithmetic)

> The message (with the remainder) is transmitted to the receiver.

> The receiver divides the message and remainder by the same generating polynomial.
> If a remainder not equal to zero results, there was an error during transmission.

> If a remainder of zero results, there was no error during transmission.

NF
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Cyclic Redundancy Check (CRC)
CRC Message
Sender
1. Prepares message M
2. Calculates and appends CRC
3. Send lus CRC
end message plus CRC
Receives message plus CRC
Calculates CRC from message CRC @

Compares received CRC with calculated CRC;
signals error if not identical

Receiver

https://manara.edu.sy/
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Cyclic Redundancy Check (CRC)
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Cyclic Redundancy Check (CRC)

7|

| 010010100110000101101101011 |

1
CELE | | 010010100110000101101101011 Ii

/ i n bitx
Reject 010010100110000101101101011 | 00..00
Modulo-2 Dividion
n+1 bits

Divisor
\ n bits Remainder

Source + ")

Modulo-2 Dividion

- 010010100110000101101101011 | CRC

DeS Ial.l UI T

_| 010010100110000101101101011 | CRC
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Cyclic Redundancy Check (CRC)

® Given the PDU(l.e. a sequence of bits)

¢ Given a generator G

® This s a particular bit-sequence, it is part of the protocol (hence sending and receiving data-link

protocol entity both know them)

* Let Geonsist of r+7bits (So, r=G-1)
® We add r0-bits to the PDU, let this be PDU'’
* Now divide the PDU'by G (so called modulo-2 arithmetic is used), this gives a rest R
* Now we calculate a bit-sequence 7such that

T=PDU+R
* Twill be transmitted

® ltcanbe proventhat T can always be divided by G!
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Cyclic Redundancy Check (CRC)

®* Modulo 2 arithmetic:

* Add:
* 0+0=0
* 0+1=1 * Multiplication:
* 0=t * 0%0=0
1+1=0 . 0% 10
. * ) —
® Subtract: (XOR Gate) 1O
* 0-0=0 * 1*¥1=1

® So Add and Subtract are the same!
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Cyclic Redundancy Check (CRC)

G PDU r0's

1 0 1 / 1 1 0 1 0 0 R 0°s=G-1=3-1=2
SIS gzt @iy bl e aay >

11 0 1 0 O o LeS ol Sl 39l
DLl X2+ X+ X%+ 4
XPX4X3 X2 Xt
1 0 1
ol | | X2+ +1
X2 X 1
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Cyclic Redundancy Check (CRC)
X3+ X2 4X [T o=/111 o0

X2-|--|-]_ X%+ X4+ + X%+ +
T %54 4Xx3 SIS J) Jogtll aay >
iw“cﬁ"b‘gw‘

X }R: 10
=T = PDU+R

T=X°+X%*+ +X*+X+ —T=110110
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Cyclic Redundancy Check (CRC)
Loguans Oleilhs Loeld B yull s Lo R 9 PDU 3 (a3ggn b 929 Jl> rtlasdle >
Jle >

PDU = X°>+ X%+ + X%+ +
R=X?+X+

=T = POU+R
T=X2 4 X 4 XX X+ = X0+ X 4 X+
=T =110010
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Cyclic Redundancy Code - Generators

® CRC Generators are subject of design and standardization. The goal here is to let them have strong properties
like:
® Detectall single and double errors

* Detectall burstof 16 bits and less

® Exam ple generators are:

* CRC-8: 100000111

¢ CRC-10: 11000110011

* CRC-12: 1100000000101

* CRC-16: 11000000000000101

® CRC-CCITT(ITU-T): 10001000000100001

* CRC-32: 100000100110000010001110110110111
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Cyclic Redundancy Check (CRC)

I 0
>ax" a {1

0
CRC-8 for ATM CRC-10
X8+X2+X+1 x01 59 458 x4 x+1
100000111 11000110011
CRC-CCITT CRC-12
x4 x12 1 x5 11 X2 x4 x3 1 %2 £ x+1

10001000000100001

110000001111

CRC-32 used in IEEE 802

X32+X26+X23+X22+X16+X12+X11+X10+X8+X7+X5+X4+X2+X+1

100000100110000010001110110110111

25 https://manara.edu.sy/

Py

Cyclic Redundancy Check (CRC): Example

PDU=100100

G=1101
ioslally

ST Ao, A, ol -1
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