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Chapter 2: IP (Internet Protocol)
Le Protocol d'Internet
Learning outcomes
**What is the need to layers.
+%* Benefits of Layered Architecture.
+* 0S| Reference Model.
+$*TCP/IP Reference Model.
“*DHCP, ARP, NAT & DNS
1P v4 Vs IP v6.
':‘Addressing.
X Fragmentation.

< o
**Subnetting.
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Reference Models dax 1 7 3L

4iadd 7 |81 e daiay :0SI(Open System Interconnection) Protocol model (7 layers) >
bl slesly Jof 34lS 1SO: International Standards Organization adeudl ulall Zelaie
alada]l il § Aedseradl o¥gSgio Al gl

TCP/IP model (4 layers) >
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OsSl Layers

Application Layer

Oriented Application

Presentation|Layer: —
Aol wlaglazll

Session Layer

Transportl-ayer } Jadl sleus

Network Layer

Network Dependent
Al aleas

Data ik : —

Physical Layer
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Application Layer

Application Layer
Presentation/LLayer Presentation Layer

Session Layer: Session Layer

Transportiltayer; Transport/LLayer;

Network Layer: Network Layer
Datatink L Data LinkiEayer
Physical Layer Physical Layer
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resentation
No Layeres Specified > < Host
Protocols Session Layers
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Transport Transport
Internet Network
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Data-Link Media
Networks| Hostto Network > { Layers
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OSl and TCP/IP architectural Model
P —
OSI Model Layers TCP/IP TCP/IP
Layers Suite
Application Layer
. Application EllaellEllellalls
Presentation Layer Layer E n E Z = %
Session Layer
Transport Layer * TCP uDP
Internet IGMP | ICMP
Network Layer Layer N IP \—l—ﬂ
Data-Link Layer Network Ethernet || ToKen Frame ATM
Interface Ring Relay
Physical Layer Layer OHost-to-Host Transport Layer
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How do computers send data?
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Types of Addresses in Internet

1- Media Access Control (MAC) addresses for the Access Control Layer

» Associated with network interface card (NIC)
> 48 bits
2- /P addresses for the Network Layer
> 32 bits for IPv4, and 128 bits for IPv6
3- IP addresses + portsfor the Transport Layer
N

»  Eg,123.4.56.7:80

4- Domain namesfor the Application/human Layer

> E.g., www.google.com

10
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IP and MAC working together

IP addresses are chosen by the local system administrator to suit the local

network
Ethernet addresses are builtinto the interface hardware by the manufacturer

The two addresses bear absolutely no relationship to one another (as we would
expect from the layering principles)
But Why Computers need MAC addresses!

If not — We couldn’t use physical layer to send IP packets: we won't know

where a particular IP packet should physically be sent

https://manara.edu.sy/ 1
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Translation of Addresses

Translation between IP addresses and MAC addresses
Address Resolution Protocol (ARP) for IPv4
Neighbor Discovery Protocol (NDP) for IPv6

Translation between IP addresses and domain names (Domain Name System (DNS))

https://manara.edu.sy/ 12
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email WWW phone..

The Internet
Protocol

Hourglass

IP + mcast

+ QoS +...

ethernet PPP...
copper fiber radio...

* requires more
functionality from

underlying networks
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IP Service
> P supports the following services:
®  QOne-to-one (Unicast)
®  One-to-many (Multicast)
" QOne-to-all (Broadcast)
Unicast Multicast Broadcast ®
Oo— 4
O

> IP Multicast actually supports a many-to-many service

> 1P Multicast requires support of other protocols(IGMP, multicast routing...)

14 https://manara.edu.sy/
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IP: Internet Protocol JgSg39 1
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(Network Id (NID)+ Host Id (HID)) 48l sda (yass Skl csyd &g 4S54T0 o8, e
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FQDN: Fully-Qualified Domain Name: JolSL Jasll Glaill ol ccapall el
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oo www.google.com Jie ﬁl_s,)%'\ SSdE aa Ll 9s Sl ol cseloeld nmy (§yd ol (2 B)lie 5
66.249.64.0 - 66.249.95.255
72.14.192.0 - 72.14.255.255
74.125.0.0 - 74.125.255.255
209.85.128.0 - 209.85.255.255
216.239.32.0 - 216.239.63.255

e Aualaie IP Ggbiny l3laill elewel Loy, DNS: Domain Naming System cilalaill ¢ Lol pllas ags, >
199.97.31.1 : g4 www.microsoft.com
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Find the error, if any, in the following IP addresses:
a 111.56.045.78
c. 75.45.301.14

Solution
a. There are no leading zeroes in dotted-decimal notation (045).

b. 221.34.7.8.20

d. 11100010.23.14.67

b. We may not have more than four numbers in an IP adadlress.

¢. In dotted-decimal notation, each number is less than or equal
to 255; 301 is outside this range.

d. A mixture of binary notation and dotted-decimal notation is not allowed.
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Network ID Host ID
Classe A . 1.0.00 + . .
1bit (0) 127 255,955,955 Tbits 24bits 6‘“;25338:
Classe B . 128.0.0.0 + . ] Al
2bits (10) 191.255.955 255 14bits 16bits
Classe C . 192.0.0.0 = . - A 0sela 2
30its (110) | o3 pes oo 255 21bits 8bits
ilall a5 A garall ¢ gie
Classe D A 224.0.0.0 = n sl e
4bits (1110) | 39 255 955 255 S RERSRIS
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Alidioe Clalads ) . -
5bits (LL11(0/)) | pee oep oee pes | 27 bits (o 20 saa) s e
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Finding the address class

e Default Route 3 781 2> g1l ) 3,La oSt il g0 b oy J9xme 0.0.00 >
Sbledl ahy duzgs

‘3,31.1_!\ asall Q}L{‘;Jl dadziwal Loop Back deas Il olalxl) ja==s 127.0.0.0 >

Start
0 0 0 0 VO
‘ Class: A I ‘ Class: B I ‘ Class: C I | Class: D I | Class: E I
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Private Vs Public IP Addresses

> Whatever connects directly into Internet must have public (globally unique) IP
address
> Thereisa shortage of public IPv4 address

> SoPrivate IP addresses can be used within a private network
»  Three address ranges are reserved for private usage:

v 10.0.0.0 —10.255.255.255

v\ 172.16.0.0—172.31.255.255

V' 192168.0.0 — 192.168.255.255

> A private IP is mapped to a Public IP, when the machine has to access the Internet

32 https://manara.edu.sy/
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Managing the Address Space
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Masking concept

Mask

:

AND operation
Mask

Beginning
address

Mask

Address X —>»| AND |—>» X Address X —>»| AND |—> 0
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Default masks

11111111 . 11111121 . 11111111, 00000000

Mask in binary Mask in dotted-decimal
ClasseA | 11111111 . 00000000 . 00000000 . 00000000 255.0.0.0
Classe B 11111111 . 11111111 . 00000000 . 00000000 255.255.0.0
Classe C

255.255.255.0

28
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ol S ¢dadl ) | Subnet Mask | A%l paal) 53453
Start bits B o

classet WO |0 5m00ss| 255000 " il

classe® IS (110) | 153 750 955 255 | 255-255.295.0 | 21bis e

First Jg¥ capall olgic (Subnet Mask (HID (NID wxgi :sgllally 100.120.50.30 : JWl IP plgie clod oS3 >
§a8adl @ Broadeast plall &odl olgieg (ASadl § Last Host w331 cagall olgie (aS0ad0 & Host

NID: 100
HID: 120.50.30

Subnet Mask: 255.0.0.0

First Host: 100.0.0.1

Last Host: 100.255.255.254
Broadcast Address: 100.255.255.255

NANENENEENEN
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Borrowing Bits to Grow a Subnet
asadl 4Sead) 3l (HID &) capnll nud oo 5 32 pllazdly o i) cloadl] 2l 5,850 >
e onty Jsges w2y ) By il Bute ) A muandn) us g o pligeied (o Sap ¥ il aclgall ot >
(Ja¥
S 0585 0f oSl a2 oo a5y HOSE ID U (e pluseiaadll cnsia cnns e slan¥l e Lanal g
gl udty slagel LIS of ol g LIS 2=l cleadl el

Network | Network Host Host

172 16 0 0

\

Network | Network | Subnet Host
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Subnetting
pladl el Jlms (i (rasds isan ali 65 pa Class B gi Buie (14l 16 g Class A Lyad 585 o Glaadl (pe et
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Caigall e soazall 281 AK il sies (pe Buls> Acgazea
Al Al $ 1d plusetuel oy Al Al of aueiad) Canall A s palisude S loles P 5uae HLsY

Network ID Subnet ID Host ID

00963 41/43/11....
HID 4 calizsg Network ID 5 Jeadl cillazee 4818 I La3
f90 A yd SIS ) ASLA) o (e LLal1
e, all clSeadl sda e 85 anisis Aue s Sl Bue ) Loty Zts, I Al § plrails 59,01 45,5 (e Julaal! V/
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Network 174.38.0.0 befd¥éand after subnetting

£

All traffic to174. 38.0.0 Subnet 1
174.38.0.0

174.38.32.0
Subnet 3
174.38.64.0

/ Subnet 4
.’ 74.38.96.0

N Subnet 5
A 74.38.128.0
Router routes IP packets to Subnet 7
the appropriate subnet
Subnet 7
74.38.192.0

Subnet 8
174.38.224.0

33
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Subnetting
ilglas EML Asly>| oy 8ylie (# Subnetting ©
a3! A8l ol g Lalasiad @i &) cnapall Sliy sue dyus v
Bl Ayl ASa) Slsame el Y
Byl Aty A4Sk suma JSTIP slic widys V)

= Advantages of subnetting a network include the following:

< Reducing network congestion by limiting the range of broadcasts using routers

‘:‘Enabling different networking architectures to be joined

https://manara.edu.sy/ 34
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Borrowing Bits to Grow a Subnet
plagiadll Capall e s e Sl e sazme sue glatdl Sy AP Lgie aiio S Jal o0 >
subnet mask ¢ 555 ¢ LaS
» Remember that the addresses with all ones (broadcast address) & all zeroes (local

network) cannot be used as they have special meanings.

Bits Available for Creating Subnets

Address Class Host Bits Bits Available for
Subnet
A 24 22
B 16 14
(o 8 6
35 https://manara.edu.sy/
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Knowing How to Calculate Subnets

non-Cisco

* To determine the number of subnets & hosts per subnet available for any of

the available subnet masks, 2 simple formulas to calculate these numbers:

number of subnets — 2number of bitsused for subnets _ 5

number of Hosts per subnet — >nhumber of bitsused forhosts _,

36 https://manara.edu.sy/
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CIDR (Classless Inter-Domain Routing)

* ltis a simplified method of representing a subnet mask. CIDR identifies the number of
binary bits setto a 1 (oron) in a subnet mask, preceded by a slash.

® For example, a subnet mask of 255.255.255.240 would be represented as follows in
binary:
11111111.11111111.11111111.11110000

® The first 28 bits of the above subnet mask are set to 1. The CIDR notation for this subnet
mask would thus be /28.

® The CIDR mask is often appended to the IP address. For example, an IP address of
192.168.1.1 and a subnet mask of 255.255.255.0 would be represented as follows using
CIDR notation:

192.168.1.1 /24

https://manara.edu.sy/
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# bits |Subnet NMask CIDR |# Subnets # Hosts Nets * Hosts
2 255.192.0.0 /10 2 4194302 8388604
3 255.224.0.0 /11 I 2097150 (12582900
Class A 4 255.240.0.0 /12 14 1048574 14680036
Subnetting 5 255.248.0.0 /13 30 524286 |15728580
G 255.252.0.0 /14 62 262142 |16252804
Options 7 255.254.0.0 /15 126 131070 16514820
8 255.255.0.0 /16 254 635534 16645636
o 255.255.128.0 17 510 32766 16710660
10 255.255.192.0 /18 1022 16382 16742404
11 255.255.224.0 /19 2046 8190 16756740
12 2552552400 /20 4094 4094 16760836
13 255.255.248.0 21 3190 2046 16756740
14 255.255.252.0 22 16382 1022 16742404
15 255.255.254.0 /23 32766 510 16710660
16 2552552550 24 65534 254 16645636
17 255.255.255.128 |/25 131070 126 16514820
18 255.255.255.192 |/26 262142 62 16252804
19 255.255.255.224 524286 30 15728580
20 255255255240 1048574 |14 14680036
21 255.255.255.248 /29 2097150 |6 12582900
22 255.255.255.252 |/30 4194302 |2 8388604
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# bits |Subnet Mask CIDR. |# Subnets |# Hosts |Nets * Hosts
C|ass B 2 255.255192.0 /18 2 16382 32764
. 3 2552552240 19 [ 8190 49140
Subnetting
. 4 255.255.240.0 20 14 4094 57316
Optlons 3 255.255.248.0 21 30 2046 61380
6 2552552520 /22 62 1022 63364
7 2552552540 23 126 510 64260
b 2552552550 124 254 254 64516
9 255255255128 /25 510 126 64260
10 255255255192 |26 1022 62 63304
11 255255255224 /27 2046 30 61380
12 255.255.255.240 /28 4094 14 57316
13 255.255.255.248 /29 8190 6 49140
14 255255255252 /30 16382 2 32764
39 https://manara.edu.sy/
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#bits Subnet Mask  CIDR #Subnets # Hosts Nets * Hosts
Class C - )
DAREARTARIARS 11T 62 124
Subnetting
. 1559155550 T 4
Options 3 MMM AT ¢ N @
4 15525525540 128 14 14 196
RRPARNARNARNA T R 6 180
6 MSBSIBINA00 60 1 1M
40
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Exercise 1

100.0.0.0 Wl IP olgie Lond (SS ©
Ao ys lSa sue ) 3Ll Al el 255.255.0.0 ¢ Liall ot
iogllally

e yall GGET sie cous| 1

Ay ASd JST Al Jeadl cllame sus | .2

el 131 Glgicg Lpd couls Jol olgie crunly bo A aScd 45> .3
Ayl ASad) sdd aladl Sdl (lgieg
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Exercise 2
172.50.20.30  :JWl IP olgie Lyt oS @
e yd S bue ) 3Ll aSad) pueal 255.255.224.0 ¢ Lall ol
sl
e yall SIS sue cou!
Ay ASd JSS Al Jeadl cllaze sie cw! .2
Ay al| SIS (pglie miliwl 3
Ayl ASad) e dd aladl Sl lgieg
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Exercise 3

200.100.100.0 :JLLH IP &lgie Lond (S ®
ey S () ASGA) @ s
iogllally

ol | ¢ Lad milil 1

ey 311 naSCead) s Bl gie i 2
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Thanks
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