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VIPRE ' ~
E S Q TeamViewer

KAS"E R‘KY@ M ‘ “ \ | QuickSupport

Allow Remote Control
GDATA

‘ AVG G PANDA Ay AhnLab

N rton #. Securi
UVQSt!. from symantec F'securel" ESSGntEng

@webroot [T NNC™E|  (pitdefender

Please tell your partner the following ID to
connect to your desktop:

YourlD 220 139 891

Bl ® Ready to connect (secure connection)

Microsoft*

Wl . teamviewer.com Cancel
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(Security Requirements)

(Confidentiality/Privacy) a,wdl/ 4843511 .
(Data Integrity) <ldaall 24d0l85 .
(Authentication ) 43sLall .

(Access Control) Jgwoslly @S=dl
(Availability) 4 ,8141 .

(Authorization) Laseatll / e Al

(Non-Repudiation) (haidl aue .
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(Confidentiality/Privacy)
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Authenticate \.@LJ@S\ 9
PR |
= System Preferences requires that you type your ; L‘Al
» ; it l Authentication
Name: .DaveTavlm ZL‘Lw)." L«L‘“ﬁ. ‘;g...\.“ )...\.Jp.l‘ 3? UL@\ Ztij_m Oy éﬁzﬁ\; M’ \/
Password. sessees
P Details - rPie - e .o /
= ) S (R oluy ASY Lslall 45,1
) ( Cancel ) — = e
)3).1‘ M/ﬁ_mui | ﬁ"““‘ Cj).” ‘a‘.\.?_n..w ol
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(Confidentiality, Integrity, Availability)
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4l Sl ol pudatg 5 7 Lie I ¥ Calll oY Aaioms :Availability @30 g2l
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Lo s alll (¥ 4dde :Confidentiality 43gigll
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(Confidentiality, Integrity, Availability)

L pakd cale slas) 3 G >
T.;)_w Ay el o 4aims :Confidentiality 484541 ™
Jooad ddec éijqd' o LY dadcms :Integrity ddolSill ®
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(Access Control)

L LCECERTAS Lo8

gl Sloslally claull 31 W Jsiosll 4 0Ses ¥ 0S o 0F o0 3amilly poss ¥/
Lo allas 8 3151 (oo doloiial o dis e (Sas 13Les 53 by islual s Jpamsls @Snc
psius S 4y roaud! Jgo gl (S giue suoms: éi

Person in charge

4 . Access : @
Administrator .' Iu Viewing : &
@®Setting work B I = o = — - 4 - Editing : &

@®You manage operating log #

on log screen. .j

General staff

Access : @
Viewing : )
Editing : (&)

cimty Mgy zgaun 9o Lo wpumty alladl agdy Wsball ddee dais ol aas dGslatl Wk Ja.g_'{ﬁ\/
L) ) Jgso sl ol Jssell/asall a2 preaziull
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Add Deny Authorization Rule

Deny access to this Web content to;
* Al users
i~ Al anonymous users

" sSpecified roles or user groups:

o gaill / sas I

(Authorization )

T Cane Gis ] Usimsll assii e Jgiamdl ilae V/

Lo Al lee § Agiall call) allas 8 Jouo ol Godo ¢ el Jadid 4

el i

Example: Administrators

" sSpecdfied users:

Example: Userl, User2

v Apply this rule to specdific verbs:

IGI:_I',HE.-!'.D POsT]
Example: GET, POST

Ok

Cancel

Slalell Slgims oye o wlalll Belyay 7 Lasadl :361,8 <--

Slale dalsl of i L LS 4L LS <--
| wlale 2800 4 L) 3 LLSIL 7 Lowd) 2L lsS
R NIESY
L @A\Jﬁ oa il C\.o.eu.” f bl <--
Slalzs s ol wlalll () wbily 28Laly 7 lawd! :AsLs) <--
(631 lulma (s due b
Q\.\.\.’_A ji Q\.a_\.c «J...\.’_’ C\.o..w.” 'O <--
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deola 3,99 <ale § (Authorization) jasgaddl e Jla *%*
oia " :

(properties) jaibas Uuwill Laslall (o Hlissg calll e dued! 530l Jadias v

@ Cilaglmall abai al.docx Properties e @
General  Securty Details Previous Versions General Sec Details  Prewvious Versions
@ |;'L="= medl pli Lol docx Object name: CUzerssboushra maalasDesktop ™o e aldmeadl akds ca
Group or user Names:
Type of file: Microsoft Word Document {.docx) BR SYSTEM /
) a Boushra Maala
Opens with: ﬂ Word Change... SR Administrators |
Location: Collsessboushra maala®™Desktop
Size: 11.7 KB (11,5984 bytes) @nge permissions, click Edit. Edit
Size on disk: 120 KB (12,288 bytes)
Pemizssions for SYSTEM Allow Dlerny
Created: Monday, March 1, 2021, 10:15:09 AM Full cantrol
Modify
Modified: Monday, March 1, 2021, 10:15:10 AM Bead & execute
Accessed:  Today, March 1, 2021, 10:15:10 AM Read
Wi'rite
Special pemissions
Attributes: ] Read-anty ] Hidden Advanced. ..
For special permissions or advanced settings, Reinrearacceai
click Advanced.
I Ok I Cancel Sophy QK Cancel Apply
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(Authorization )

r -
CTUTHESE

Permissions for Olsgleall alai qal.docx >

Security
Object name: C:Users‘boushra maala‘\Desktop® le glmal| midd ' u

Group or user names:
a Boushra Maa |
S2 Administrators

&LPM‘ &44_» QT ui.e,g Lia R
Add... Remove LAJ'T’P)-.’ é—”

Pemissions foar SYSTEM Allowe

Full control []

Modify Il

Fead & execute []

Read []

Write [] o
N

I Cancel Spphy
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(Interception)

Jsai|

*»

(Modification)

12 098 a8 agm | lia ¢ allarll el e ¢laieYl ga pgmdl )

&Lla.a.m

(Interruption)

—auydl

(Fabrication)
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(2/3) ¥ s Slaze

>“ :(Interception) (1 ie¥1 .1
252 dl Jsses oLl oz of V7

(Confidentiality) &843¢ll o v

:(Interruption) & Uadi¥!.2

LWl alad Slie . dausdl b5 o L8510 pe
Bilk ¢ S Jlas™ Lo v ad) ¢ (Sl
il blaw)

(Availability) a,8141l suge V7
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(Data integrity) <loglall 4olSS oo 4
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(Kent's classification)
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2o iles
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(Passive Attacks)

L
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(1/6) ¥ s Slae Il Lol

(Security Attacks classification)

il Sl J14%0
Il 4dla 9 cumidl los posass Gl Slozl (2
(release of message content) Ulu Il Sgizme de Jguaztl .1 olegs Ay

:I= TS > =
p—_— N —_—

\ Bob

\
}
Ayl ggime Ll 1ay l

Attacker

Alice
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(2/6) ool s> alezell Cagiyas

(Security Attacks classification)
s acddl Qw\o}
Lo 8dl o 9 cgmit)] Auloe pagats (G olaze ) (2
(Traffic analysis) claglall 48,> Jul=s .2 :Ole g3 g

.

=l

Alice
Al o0 £ 52 e Ll 81y l

Attacker
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(3/6) ¥ s il ! iiuas
(Security Attacks classification)
Alaall laz I 9

LIS il £ Lad) ol Slaglall 3805 Jde cdhuai el paynis @J\ Slax ! P
Lol 48,4 (spoofing-Masquerading) szl .1 1&‘3—"7 ZU-))T O

A ﬂ @C (IP Spoofing) IP JI &l gie Jleeiil: 1 Lo

‘ Sy suaal IP ¢l giay Wy e Ll Jao g
| Bsaaall Ll de A udall ) dex Ll Cuaall Juuys: Jlie
«—sicB|destAl  |payload[ Ll e d Ll 3%

B
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(e-mail Spoofing) iy ASIY ol de JLla¥ 22 Jlia
e \V
&
O3 el dgesel
Bob@yourcompany.com Alice@yourcompany.com
JU Jogacald (gl sl oo Loys Lo 4831 Tty e Ll ¢ o
sl wll - Alice@yourcompany.com

4 @ BYSINREN Alice@yourdomain.com

—

-
-

aalge

From: Alice@yourdomain.com

To: Bob@yourcompany.com
Subject: lox Jole

i Olusd! J1'$ 50000 » 7elde Can n
¢S di’s . o ogmi clele i ﬁ Srd Jea¥ o Bob oséaiw
E)alall aser CaBes of agdl ke J51211212 :

ﬁ ) )
U9
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mailto:Bob@yourcompany.com
mailto:Alice@yourcompany.com
mailto:Alice@yourdomain.com
mailto:Alice@yourdomain.com
mailto:Bob@yourcompany.com

PAV e-mail ) g ASIY wudl e JLia¥: 3 Jlis

deola (Spoofing

‘ ‘ L oz e gl (2507 ™
The Malware collects Bob & L.;,)L:“ 9 -9 (}A ‘.Js Ml ‘_5‘& f@?t—(rl‘ J@} u

Charlie’s Email Address

Meera Computer

infected by malware Q)LZL J! ‘?’3‘.’ Mi LfLC M‘l "Q.?'L(fl‘ b“‘wﬁ. u

willilg,
AL "y ‘
L\ 4,
I,/
From:

N\
The Malware Send Email to
Charlie forging Bob’s email Address =3
Charli Bob Sent: Fridav. June 23, 2017 11:40 AM
arlie W To:. Charlie
Subject: Office 365 Signatures
; - s -
L§.a\_w.“ JL’LL\ R Jac| ﬁj_q-.,&.“.q 4.94).‘4_“ sl ™

bl Lz 3 an Of palell mowd ol b ™
o H Olgiadl By9pally udy sunys (gl Glgiall
(gad JShn JlY! 4w
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(Security Attacks classification) . X
dlaall Slase I %

(Replay Attack) Jlu¥1ole] .2 :&\9_;1 2] (pasats

—

~
' — N\
. \
\

Alice
|

Jdl Alice (0 Ausyo Uluy ma L Ll Ladaly
Ul e Jlay) oY duay @3 (e 9 Bob

Attacker
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(Security Attacks classification)
cAdledl) Calaagliede

LA Pl eli) o cilagladdl 380 o cOland elia) (e S Sleagll 2
(Modification of message) Jiluyll Jus .3 :¢ lgi) da J‘ um.u

! —— \\ /z ' —
Alice IIIIIIIII Bob
el i I l -

Bol !‘ Ak Attacker
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(Security Attacks classification)

AUlaall ez JI 9
3K slay L] of cilaglall 3805 e cdluai el cragais &) Slaz ! 2
DoS (Denial of Service) dausdl x> 4 12\9-31 ZU—pT ROV
Attacker 2‘\3&
LAY auseell (overloading) I3 Jeasetdl JMS (10 858970 pe Aausd| Jax
A (e
1Sl @ soliall slasiwl v/

Webserver
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(Security Network Model)

gige &db Syl
(4 yudl Silaglael @3.4)
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(1/5) 2yl olyae
(Firewalls)

Ll ) aSeadl Js s ge 9 Ldsts J) ASeadl s oo 4o pmall e Jormsdl aidl atserud %*
Y Lgany pies 5 301 s sl a8t carme 4] %
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(2/5) 4, &l yazdl

u Select an achon

™ > \I
| "R
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Q twirer L

Q it £ AL e

NS SRy = ST SWERH

(Firewalls)

el 0Ll Gzl oSG X

Llatl ASYly jas 1 2"

Jorad! Al

Al 3yl50 oo TS T 5 cllud 18 LeSI®

Skl e Bagzgn 63T Silima pe SLie 3 s 8™
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(3/5) 4, Ll 1yl

(Firewalls) Lo 2, Ld) G lpotmedl 055 480

SO by IS, a1 3 ST Shy pusiad®

6N Jlasly ala ol (o a9 La 3ol ™

Public Network

Hardware Firewall
Usually partof a

TCP/P Router dU{\.w.S i zt.p\.ﬁ\ Q\)u\..?:l\ aills g ‘_§-1,-Ja3 d}i O Layasea L;Q.
Lo geoloell 852%1 35190 (0

ISy Loty Lt agasad g Llall (2 (guolaod! Lose ™
T

Secure Private
Network

Public Network
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(4/5) 4, Ld! &l yazd!

(Firewalls)
:414chaéJT«,*44;> ai)LlJ")!)th;LIC)LSﬁ}SHLquQ ‘%‘
A gsidl 9o 9. ¥ ol iYL Jlas¥ Lt 7gaun il 13) Lagd cpumet] el clocs] e caiiay s Jo¥l goall .1

Windows firewall has blocked an outgoing connection.
& | Pidgin
[v] Path: CA\program files (x86)\pidgin\pidgin.exe
[] Local port: 51226 [ Service: -

[] Target port: 53 [] Target: 8.844 (google-public-dns-b.googl...

0 Allow o Block

[] Only apply this choice now and ask again the next time

8:44 PM
09/05/2012

https://manara.edu.sy/ 36
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(5/5) il &l yicm!

(Firewalls)

3,1 O hydzmld Gle g gy

N ﬁi daidl lde pe JUas¥l 7 Lewdl wuys oS 13) Lawd sum=d JSLL ?Lé)i Gle sy Sl ggdl 2

Add a Port &

—

Use these settings to open a port through Windows Frewall. To find the
port number and protocol, consult the documentation for the program or
service you want to use. |

Name: PostgreSQL

Port number: 54323
Protocol: 6 Icp
O goe

What are the risks of gpening 3 port?

Sudal Cowy U3 T.CM sl godl | ia

37
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Thanks

The end
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