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CHAPTER 4
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Data Link Layer
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1. Wired LANSs.
2.Standard Ethernet.
3. Cyclic Redundancy Check (CRC)
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Wired LANs

Szt o S Lasl (1S sulas : Project 802 by IEEE »
L) LAN 58555 50 bl asyg 2slinall cuaadall 2m Ll casllogll ayamad 420,10
* |EEE subdivided data link layer:
Logical Link Control (LLC), Media Access Control (MAC).
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MAC defines specific access

method for each LAN:

-CSMA/CD
for Ethernet LAN,

Py

Wired LANs

- LLC provides one single data link control protocol for

all IEEE LANSs.

- MAC provides different protocols for different LANS.

LLC: Logical link cantrol

MAC: Media acc

ess control

Upper layers

Upper layers

LLC
. Data link layer i
-Token passing Ethernet Token Ring Token Bus
MAC MAC MAC
for token ring, ——
Himes Token Ring Token Bus
Al ph)glec\f.elrlaals)fers physical layer physical layer
- [§] T issi i )
OS5l or Internet model |IEEE Standard
https://manara.edu.sy/

- Ethernet LAN is defined by IEEE 802.3 standard,
it uses I-persistent CSMA/CD as the access method.

Wired LANs: Ethernet

P

E]PIRESIN IS PUNERE RS
LAN el Ll oS s

- The MAC sublayer is responsible for the operation of the CSMA/CD.

Ethernet

evolution
Standard Fast Gigabit Ten-Gigabit
Ethernet Ethernet Ethernet Ethernet
10 Mbps 100 Mbps 1 Gbps 10 Gbps
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Wired LANs: Standard Ethernet

Standard Ethernet 802.3 frame format

Destination | Source | Length )
ﬂ Preamble | SFD address address | ortype Data and padding| CRC

7 bytes  1byte| 6bytes 6 bytes 2 bytes 4 bytes

Physical layer
header

preamble:
®7 bytes with pattern 10101010 followed by one byte with pattern 10101011
® used to synchronize receiver and sender clock rates
L ol aSid) a8lay e goudas 48 bit (p0 098 duyd Olgie dua/Aass ST
Network Interface Card (NIC).
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Wired LANs: Standard Ethernet

Destination | Source | Length )
ﬂ Preamble | SFD address address | ortype Data and padding| CRC

7 bytes  1byte| 6bytes 6 bytes 2 bytes 4 bytes

Physical layer
header

Example of an address in hexadecimal notation:

* Unicast: LSB of first byte 0 96 :01:02:01:2C: 4B|

* Broadcast: All 1's 6 bytes = 12 hex digits = 48 bits

* Frame length: The minimum frame length is 64 bytes; the maximum is
1518 bytes.
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Channel Partitioning MAC Protocols: TDMA

TDMA: Time Division Multiple Access!
"rounds” le¥g> 3 5Lall | Jgumsll 4id w2y
(length =single frame =l Jsb 93 slot n> e Aame JS Jyases >
transmission time) in each round !
idle Nalals roms Lodseiull ae olpsdl >
> Example: 6-station LAN; 1, 3, 4 have frames, slots 2, 5, 6 idle

6-slot
frame

— —_—

e Ewem | m Ewm | |
\\\///

6-slots
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Channel Partitioning MAC Protocols: FDMA

FDMA: Frequency Division Multiple Access!
frequency bands 425,35 sl ) sLal Cads eudiy >
Culh (930y5 Blas e dlasa S Jhaxs >
idle Nalels: e 20,01 clallaidl § puseradl pe Jlus¥l (a3 >
> Example: 6-station LAN; 1, 3, 4 have frames, frequency bands 2, 5, 6 idle

- time

m 2z _———
[
1
o]

=@—‘ AN & _——
5

2 _—
FDM cable @
AVaVERR:
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Random Access Protocols

Loy da3o Buiadl g 358 Loaae LD
R alolS 3Ll Jas Juaes Jlaosll s ¥/
aiall ol Brus Gauds gl a2 ¥ Y
Jlaosl sale] Ales 3 yatan cpabiatll Grzy Loz U
Slsdie oy 3G any duol s Bples JLaopdll B3lely @i ¥ V)
i ble lgdall Jsmsll 93 MAC JSs39,s say O
Slesbatll caiS oy aS v
Olis Jlaosy! 8alel alikee pals I o) Solosbiatd] s o a8 v

a Examples of random access MAC protocols:!
= slotted ALOHA!

= ALOHA!
= CSMA, CSMA/CD, CSMA/CA

1 https://manara.edu.sy/
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CSMA collisions
spatial layout of nodes
— SPECE —
A X G P Slosbatl Jgua Skl e J1n ¥ U
ol Olaasd ¥ U8 (yinae o Gag HLanYl Al v
g “ loaad! legan Jlu)
- .
| B e e aslaztt O
l S ol 23,01 Sy} i slaal V7
s Al | dpuzs § Lamsy) s Ty Wlunell o0 llia U
!‘AJLA.LH
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CSMA/CD (Collision Detection)

CSMA/CD: Carrier Sense Multiple Access/Collision Detection!

Jlos! o 1T 3Liall pateny 4S9 CSMA (8 LS Jluosill Uz a9 JELII 2 iy OO
S by P alula ¥l Calaast oz, O
BLALI s o Cug e Latll Jlapdl aldee clay) o U
Collision Detection pabadll wlaas
Wy Ll ol Lyl 25,y 5,LaN1 593 olid wi 1Sl LAN lSied 3 Je v/
Al
of S Alazad | 8,La1 555 :4SLU LAN it 3 Bane v
Aoy L1 3,1 59 Laoloeis/La o
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CSMA/CD (Collision Detection)

+~— time
A

T

collision
detect/abort
time
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Cyclic Redundancy Check (CRC)

> The CRC error detection method treats the packet of data to be transmitted as a large polynomial.

> The transmitter takes the message polynomial and using polynomial arithmetic, divides it by a

given generating polynomial.

> The quotient (Lewall 4=.5) is discarded but the remainder is “attached” to the end of the

message (remainder (mod) arithmetic)

» The message (with the remainder) is transmitted to the receiver.

> The receiver divides the message and remainder by the same generating polynomial.
> If aremainder not equal to zero results, there was an error during transmission.

> If a remainder of zero results, there was no error during transmission.

N F

https://manara.edu.sy/
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Cyclic Redundancy Check (CRC)
!
CRC Message

Sender
1. Prepares message
2. Calculates and appends CRC

Send message plus CRC

3.
CRC
Receives message plus CRC <

Calculates CRC from message CRC @
Compares received CRC with calculated CRC;
signals error if not identical

Receiver

https://manara.edu.sy/
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Cyclic Redundancy Check (CRC)

e S bl e Bnylasel sda Jens >
Get the raw frame ylaudl HILYI Je Joasl! v
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Cyclic Redundancy Check (CRC)

-
U—ﬂ-l

’ 010010100110000101101101011 ‘ et
/[\
H Select Data | 010010100110000101101101011 }7
yes \‘L n bits
no Reject 010010100110000101101101011 | 00..00

Modulo-2 Dividion

n bits Remainder

Modulo-2 Dividion

Source +

010010100110000101101101011 | CRC

4[ 010010100110000101101101011 | CRC FJ
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Cyclic Redundancy Check (CRC)

* Given the PDU(l.e. a sequence of bits)

¢ Given a generator G:

* Thisis a particular bit-sequence, itis part of the protocol (hence sending and receiving data-link

protocol entity both know them)

* Let G consist of r+7bits (So, r=G-1)
* We add r0-bits to the PDU, let this be PDU’
* Now divide the PDU’by G (so called modulo-2 arithmetic is used), this gives a rest R
* Now we calculate a bit-sequence 7such that
T=PDU*R

* Twill be transmitted

® ltcan be proven that T can always be divided by G!

19 https://manara.edu.sy/
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Cyclic Redundancy Check (CRC)

* Modulo 2 arithmetic:

* Add:
* 0+0=0
* 0+1=1 * Multiplication:
¢ 0= * 0*%0=0
®* 1+1=0 . 0%120
* 4
® Subtract: (XOR Gate) * 1%0=1
* 0-0=0 * 1%1=1
e 0-1=1
* 1-0=1
* 1-1=0

® So Add and Subtract are the same!

20 https://manara.edu.sy/
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Cyclic Redundancy Check (CRC)

G PDU ro's

1 0 1 / 1 1 0 1 0 0 R 0°s=G-1=3-1=2
S ) dgmetdl o2 olud] 1da aay >

110 1 0 0 e LS el L] 39t
L] X2+ X4+ + X%+ +
XeX4X3 X2 X 1

10 1

o | || X2+ +1

X2 X 1

21 https://manara.edu.sy/
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Cyclic Redundancy Check (CRC)
X34X24+X T oe=01111 0
X2+-+1 X5+ X4+ +X2+ +

x5+ 4 X3 SIS ) Jgetdl amy >
EPOMA| PN RPN ES )

X*4+ X34+ X2+ +
X4+ + X2

X3+ + +
X3+ +X

X}>R= 10
=T = PDU+R

T=X5+X4++X2+X+-:3T:1ﬂn10
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Cyclic Redundancy Check (CRC)
Loy iy Legpld Aoyl (s Led R 5 PDU G (339250 (a9 Sl G :alasdle >
Jle >
PDU = X>+ X%+ + X%+ +
R=X?+X+
=T = PoU+R
T=Xo X 4 X2 X2 X =X X 4 X+
=T =110010
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Cyclic Redundancy Code - Generators

* CRC Generators are subject of design and standardization. The goal here is to let them have strong properties
like:
* Detectall single and double errors

* Detectall burst of 16 bits and less

® Example generators are:

* CRC-8: 100000111

¢ CRC-10: 11000110011

¢ CRC-12: 1100000000101

* CRC-16: 11000000000000101

® CRC-CCITT (ITU-T): 10001000000100001

¢ CRC-32: 100000100110000010001110110110111

24 https://manara.edu.sy/
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Cyclic Redundancy Check (CRC)

{0
a=
1

CRC-8 for ATM CRC-10
X8+X2 +X+1 )05 1 xd x4 x+1
100000111 11000110011
CRC-CCITT CRC-12
x84 x12 1 x5 1 x2 ox x3 i x? x4+

10001000000100001

110000001111

CRC-32 used in IEEE 802

X32+X26+X23+X22+X16+X12+X11+X10+X8+X7+X5+X4+X2+X+1

100000100110000010001110110110111

25
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Cyclic Redundancy Check (CRC): Example

PDU=100100

G=1101
iosllally

ST Ao, 2o, ol -1

26
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