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CHAPTER 6
Sl by 2k

Data Link Layer

1. Wired LANSs.

2. Standard Ethernet.

3.Parity Check
4.Two-Dimentional Parity Check
5. Cyclic Redundancy Check (CRC)
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Data Link Laj}er: Overview
Sxilly Bl olsie e laslas) frame with header Zugs ae o] JI Lsgxsy liaal) dsT e Aggane
(CUPIA
dJeatadly deoyl o Slnall Jlas¥l 2l s
Error detection ¢Uas¥ (aLaiS|
Error correction s Uas¥l poxias

Resolve competing requests _wslill b J>

Error Control Uaslly oSl ©

Do nothing les Jaas¥ 1

Return a message &l 3l Jluyl Bole| .2

Correct the error il muzxsas 3
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Data Link Layer: Errors Happen
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Data Link Layer: Errors Happen

White/Thermal Noise @b:_ﬂ/u'a....!m =l a
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Lar¥l allas 5eLaS) Taume Slale way Ul (i paliell oSey Y liesy V)
ol apases ¥l pamy § oS V)
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Data Link Layer'ﬁ"Errors Happen

Ii No Noise
L1

Wittle Noise
(b)

Much Noise
(©

White noise as it interferes with a digital signal
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Data Link Layer: Errors Happen
Impulse Noise gl meziall a
GO S ol laine (K Joad Lumls B2 o 8pbiall 2l S il e @l miall 529 >

eslzadl
ellas¥l e a8y K& e Aol Slibaall §elbasl Siois> ) 63509 cmenll (o goill i 3l (S ¥ 14D 5>
orlae Sy

Time

The affect of impulse noise on a digital signal
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Data Link Layérﬂﬁ"'Errors Happen

Impulse Noise gl meziall (|
bl Aegaze Jluoy) 33le] co oy ¥ i 2 i€y Lainay oo Llate culzdl ol 13] 48T 0815 090 o oSan >
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.
Slower Speed " Noise
L4
TN i W(‘
Faster Speed ' Multiple Bits Lost due to Noise

Transmission speed and its relationship to noise
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Data Link Layer: Errors Happen
Crosstalk Noise abs il | memiall a
oo Aasldl SIS @ legd AST 59 Junl U1 813 e s loially 8yglma BLiB cya Byalall 5,LaY) Al Sty 509 >
Al Joh g Balmts otie (551 Bales g

Alad Slias P (o disdind (Sasg el salilee >

Telephones . el
J Ly === Crosstalk

Two telephone circuits experiencing crosstalk
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Data Link Layer: Errors Happen
Echo guuall a
coaxial cable &yl LI § St Lo Llles  JLaosdl ooy crans Aaoyk) 3,831 5923 0 525 >
AL 5, L) o S35 ompands (3 S e il 06 13) >
zly Sy daris (e el o blee >
= |
N _Em
Original Signal B End of Cable
i . Echo 3 Echo
i,_- Cg a;;al Experienced By t-
N ‘_12_ aole this Device 1Y) ‘_‘g_\
Assignal bouncing back at the end of a cable and causing echo
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Distortion &la g4 a
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Distance
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Attenuation welxd!
Jadl lawg pe 8,Lad Jlan! e 280l l35 pe padlially 8,LaY) Jlkas faw >

s,LaYl > § Amplifier pseias ol Aed )l 5,Layl > JRepeater 5, 31l (e 85LaY oda ¢ Lo Al @i >
Aeladd)

»  When signal travels, it gets weaker.

If too weak, cannot tell 1s and Os.

Distance
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MAC ilind Olsie Las Juate sade caSaa JSg ¢ alate olsic IP-LAN A § 5ze (SO
oresatiy L alall Lole Zigall Ll (o sie bl Ly B lal 3>

Al Bab ) wur IS A8 0e Bas Jlas! Aaly als v/

Jasdl ellasi e Jolasll v/

el Sl L 5 Lo gl ) izl 3152 o ¥ agmmy ilili] 3805 ulass v/

Jaillsale whlb) J) Lab) Rgme Ll pgiis 4Sadl Lo o s9,dall bl Loy 3ads Caalis c8luall sin 3edesl >

NPT Jeazad|
sl
Frame PACKET s,1 PACKET s,
Lasgys alall el Ji> a3 Ty EYEURTET NS T &3
Header Payload field Trailer Header Payload field Trailer
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Data Link Services and LAN Protocols
bl by s Laes @ loasd! >
Framing _ubld! v

Shared medium and multiple access problem ¢l awglly suaill Jgum gl 21 i0 v

Error detection and correction Uil zuzxsasy 3LAIS) 4

14 https://manara.edu.sy/



Y

6)lioJl

IEEE 802 standard for LAN Protocols
Aslnal) dadall e Llas/lbes i 1 Slidly Jasys @) plald Sbled) oy, Bads s 3
Lelians Jloy) 384l 2as pulatiad ey 2ilynal) Aadall ne (530 YsSs39, G >
frames YL Sl oy Aads pe Ugarel) cldasll jiolie (£5 >
X.25,802.x (includes Ethernet and Token Ring networks) :Ja&3 frames cl)lsyl z 3Les (e altal 2>

LLC

08022
O (Un) acknowledged connectionless service

O Connection-oriented service

MAC

Physical

Topology

CSMA/CD Token Bus Round Robin Token Ring Token Ring DQDB CSMA/CA
802.3 802.4 Priority 802.12 802.5 FDDI 802.6 802.11
Baseband/ Broadband/ Twisted pair Twisted pair Twisted pair Optical Infrared
Broadband Carrierband Optical fiber fiber Spread
Coaxial Coaxial Spectrum
Twisted pair Optical fiber
Optical fiber
Bus/Tree/Star topologies Ring Topology Dual Bus topology Wireless
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Framing
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Uasell CBLATST a5 7 3les (230 URATAS Sliled) Jimg s (§ o (311 3l lipgams wlane 2

Logd ugoma) 3y Y1 Y] redundant information &asls cleslas A3Lals sa lasd! BLATS! Aasb (of Cals 2wl 5,501 >

S s e et a8 sllas i &l cs13)

’ 010010100110000101101101011 ‘

) Data Block
| Accept Data | 010010100110000101101101011
yes| !

010010100110000101101101011

Reject

A Generate check bits

10111
Error check Ijj

010010100110000101101101011 | 10111 Source

Destination

4‘ 010010100110000101101101011 | 10111 I
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Error Detection
Al J) s Silaglae Capas ¥ LY 4l Ll 8Lay) clidl e Joas >
sl o S Baglan 05 3l Agyall ciluasyliel] pny Jlonianls Zleodl Aoyl o By tlin il s Blazil i
Jeazadls
Laslall olad) s Al e Auailsnll sda Gadaty oyl pody >
Al old) siag ol @l :cnmlloo )t S Lokl Jaups o8 5
oIS sl Wy byl aral) Jus e byl B s e 13] Aaz )l 2Lyl e Auadylgscll puds dedrall gy 3>
(i€ee el 08 ) Ao, ety oy of Aoyl Jage O Lo} Loy laa 1 3 Uas
1 sl BLAISY Rousrad) cilpazll ST >
V' Parity check
v" Tow dimensional parity check
v" Cyclic redundancy check (CRC)
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Parity Check
single parity bit a1y 2oles| o Joarud @iy Ll oLy Lawg ¥ dabll py
$358 5l 5 92 A=}l o ad 8lae 2 LY A U S sadl 056 ol S diasd Hlisg Glo] o sl oy
odd parity bit 63,8 &ulas| g even parity bit (295 Aolas] o i Anles¥l wlid Ganaze .x?}.ﬁs!
Liayd gl (e Bllaall Ze gzl § s oll sie (5K Lodie 11 5o gmg3ll Anleid) o
Lizg3 lzdl (o Bllaall degamll 3 Silam gl s 058 Lot 1 ga g3yall 2plmil) ooy
Data bits added i
Data bits even pari Data bits a_dded
; n parity odd parity

vV V V VYV V

o[oJo]o]o]o]o]1]

2]of1]ofofo]1] [1]o[s]ofofo[1]a] [1]o]1]0[0]o[1]o]

2[1fof1fofof1] [1]s]ofsfofof]o] [1[1]0]2]0]o[1]1]

[afefafafafaaf [afafafafafafaa] [afs]a]afa[s]s]o]
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Parity Check
» Simple parity - If performing even parity, add a parity bit such that an odd number of s are maintained.

> If performing odd parity, add a parity bit such that an even number of 1s are maintained.

» For example, if the character 1001010 is to be sent, using even parity, a parity bit = 1 would be added to

the character.

» If the character 1001011 is to be sent, using even parity, a parity bit = 0 would be added to the character.
» What happens if the character 10010101 (parity bit is the last bit) and the first two Os accidentally
become two 1s?

» Thus, the following character is received: 11110101.
> Will there be a parity error?

> Problem: Simple parity only detects odd numbers of bits in error (50%)

20 https://manara.edu.sy/
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Two-Dimension Parity

Oralzil Ul gag daylud! Uleld dolall Al gag
jcolumns girows Jf HUs¥ (3 wlidl degomo prwds @i Lia
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Two-Dimension Even Parity Example
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Row parity Sl Row parity

o]1]o[1]ofo]1]1] o]1fo[1]ofo[1]1]
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Error

ellasYl s Bog8 Lylas llas Ly (2 1.0y 42 biits Il 3 AL, I1 (J) Anils laglas 14 biits 28Ls| @i 4y Lasdl o oSy >

ALl Al 5 lae Aa3Lad)
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Columns parity

> The Second and Third bits in Rows 1 and 2 have errors

Two-Dimension Even Parity Example

Row parity

Py

d)liall
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Columns parity
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, but longitudinal parity does not detect the error
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Example
Information Word (PDU)
10 1 0 O
rollally (Yl Wl Lyud S
1 0 1 0 0 §One Dimensional even parity check cous 8uyazdl DUl Il Glus -1
$Two Dimensional even parity check ows 8guzdl Ul Gl -2
o1 1 1 1
o 0 1 1 1
11 0 1 0
o1 1 1 1
24
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One Dimensional Even Parity Check - Example
Information Word (PDU) Code Word even parity (new PDU)

01 0100 1]=fo 101 0 0 1]

1 1.0 100 1]=[1 101 0 0 188

1 0 1 1 1 1 0o]=[1 01111 o
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Two Dimensional Even Parity Check - Example
Information word (PDU) Code word (new PDU)

0o 10 1 0 0 1
1101 0 0 1

y 4 4 4 4 J
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Two-Dimension IParity Checks

» Both simple parity and longitudinal parity do not catch all errors.
> Simple parity only catches odd numbers of bit errors (50% of all errors)

> Longitudinal parity is better at catching errors but requires too many
check bits added to a block of data.

> As such, these methods are not that often used. However, a parity bit
exists in 1 byte of data.

» We need a better error detection method. What about cyclic redundancy
checksum?

27 https://manara.edu.sy/
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Wired LANs

Szt o S Lasl (1S sulas : Project 802 by IEEE »
L) LAN 58555 50 bl asyg 2slinall cuaadall 2m Ll casllogll ayamad 420,10
* |EEE subdivided data link layer:
Logical Link Control (LLC), Media Access Control (MAC).
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Wired LANs

all IEEE LANSs.

MAC defines specific access - MAC provides different protocols for different LANS.

- LLC provides one single data link control protocol for

method for each LAN:

LLC: Logical link cantrol
MAC: Media access control

- CSMA/CD Upper layers Upper layers
for Ethernet LAN, R
LLC
Data link layer i
-Token passing Ethernet Token Ring Token Bus
MAC MAC MAC
for token ring, ——
Himes Token Ring Token Bus
Al ph)glec\f.elrlaals)fers physical layer physical layer
- (Qlizpsmissionmedium,) () T )
OS5l or Internet model |IEEE Standard
29 https://manara.edu.sy/
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Wired LANs: Ethernet

- Ethernet LAN is defined by IEEE 802.3 standard,

it uses I-persistent CSMA/CD as the access method.

E]PIRESIN IS PUNERE RS
LAN el Ll oS s

- The MAC sublayer is responsible for the operation of the CSMA/CD.

Ethernet

evolution
Standard Fast Gigabit Ten-Gigabit
Ethernet Ethernet Ethernet Ethernet
10 Mbps 100 Mbps 1 Gbps 10 Gbps
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Wired LANs: Standard Ethernet

Standard Ethernet 802.3 frame format

Destination | Source | Length )
ﬂ Preamble | SFD address address | ortype Data and padding| CRC

7 bytes  1byte| 6bytes 6 bytes 2 bytes 4 bytes

Physical layer
header

preamble:
®7 bytes with pattern 10101010 followed by one byte with pattern 10101011
® used to synchronize receiver and sender clock rates
L ol aSid) a8lay e goudas 48 bit (p0 098 duyd Olgie dua/Aass ST
Network Interface Card (NIC).

31 https://manara.edu.sy/
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Wired LANs: Standard Ethernet

Destination | Source | Length )
ﬂ Preamble | SFD address address | ortype Data and padding| CRC

7 bytes  1byte| 6bytes 6 bytes 2 bytes 4 bytes

Physical layer
header

Example of an address in hexadecimal notation:

* Unicast: LSB of first byte 0 96 :01:02:01:2C: 4B|

* Broadcast: All 1's 6 bytes = 12 hex digits = 48 bits

* Frame length: The minimum frame length is 64 bytes; the maximum is
1518 bytes.
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Channel Partitioning MAC Protocols: TDMA

TDMA: Time Division Multiple Access!
"rounds” le¥g> 3 5Lall | Jgumsll 4id w2y
(length =single frame =l Jsb 93 slot n> e Aame JS Jyases >
transmission time) in each round !
idle Nalals roms Lodseiull ae olpsdl >
> Example: 6-station LAN; 1, 3, 4 have frames, slots 2, 5, 6 idle

. 6-slot ;
i frame :
h_\MI . em wwwm | |
\6-510‘5/./'
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Channel Partitioning MAC Protocols: FDMA

FDMA: Frequency Division Multiple Access!
frequency bands 425,35 sl ) sLal Cads eudiy >
Culh (930y5 Blas e dlasa S Jhaxs >
idle Nalels: e 20,01 clallaidl § puseradl pe Jlus¥l (a3 >
> Example: 6-station LAN; 1, 3, 4 have frames, frequency bands 2, 5, 6 idle

- time

m 2z _———
[
1
o]

=@—‘ AN & _——
5

2 _—
FDM cable @
AVaVERR:
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Random Access Protocols

Loy da3o Buiadl g 358 Loaae LD
R alolS 3Ll Jas Juaes Jlaosll s ¥/
aiall ol Brus Gauds gl a2 ¥ Y
Jlaosl sale] Ales 3 yatan cpabiatll Grzy Loz U
Slsdie oy 3G any duol s Bples JLaopdll B3lely @i ¥ V)
i ble lgdall Jsmsll 93 MAC JSs39,s say O
Slesbatll caiS oy aS v
Olis Jlaosy! 8alel alikee pals I o) Solosbiatd] s o a8 v

a Examples of random access MAC protocols:!
= slotted ALOHA!

= ALOHA!
= CSMA, CSMA/CD, CSMA/CA
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CSMA collisions
spatial layout of nodes
— SPECE —
A X G P Slosbatl Jgua Skl e J1n ¥ U
ol Olaasd ¥ U8 (yinae o Gag HLanYl Al v
g “ loaad! legan Jlu)
- .
| B e e aslaztt O
l S ol 23,01 Sy} i slaal V7
s Al | dpuzs § Lamsy) s Ty Wlunell o0 llia U
!‘AJLA.LH
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CSMA/CD (Collision Detection)

CSMA/CD: Carrier Sense Multiple Access/Collision Detection!

Jlos! o 1T 3Liall pateny 4S9 CSMA (8 LS Jluosill Uz a9 JELII 2 iy OO
S by P alula ¥l Calaast oz, O
BLALI s o Cug e Latll Jlapdl aldee clay) o U
Collision Detection pabadll wlaas
Wy Ll ol Lyl 25,y 5,LaN1 593 olid wi 1Sl LAN lSied 3 Je v/
Al
of S Alazad | 8,La1 555 :4SLU LAN it 3 Bane v
Aoy L1 3,1 59 Laoloeis/La o
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CSMA/CD (Collision Detection)

+~— time
A

T

collision
detect/abort
time
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Cyclic Redundancy Check (CRC)

> The CRC error detection method treats the packet of data to be transmitted as a large polynomial.

> The transmitter takes the message polynomial and using polynomial arithmetic, divides it by a

given generating polynomial.

> The quotient (Lewall 4=.5) is discarded but the remainder is “attached” to the end of the

message (remainder (mod) arithmetic)

» The message (with the remainder) is transmitted to the receiver.

> The receiver divides the message and remainder by the same generating polynomial.
> If aremainder not equal to zero results, there was an error during transmission.

> If a remainder of zero results, there was no error during transmission.

N F
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Cyclic Redundancy Check (CRC)
!
CRC Message

Sender
1. Prepares message
2. Calculates and appends CRC

Send message plus CRC

3.
CRC
Receives message plus CRC <

Calculates CRC from message CRC @
Compares received CRC with calculated CRC;
signals error if not identical

Receiver
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Cyclic Redundancy Check (CRC)

e S bl e Bnylasel sda Jens >
Get the raw frame ylaudl HILYI Je Joasl! v
sl e aanitl] qiug 1 bits 5laies Gylaadl UM L) S A1 o5 v/
FCS 52 Aol 3L 0sSs v/

liay) i sV SUY1 g LI 0358 5l UYL Awnall BU Blll/28Ls] o5 v
sddradl e >

Y Yy v

ol e st oz v

Y G llas i S8 Wl U1 §las az s T3] ydim 58 Aeweall Gl oS0 @ 13) V)

41 https://manara.edu.sy/

Cyclic Redundancy Check (CRC)

-
U—ﬂ-l

’ 010010100110000101101101011 ‘ et
/[\
H Select Data | 010010100110000101101101011 }7
yes \‘L n bits
no Reject 010010100110000101101101011 | 00..00

Modulo-2 Dividion

n bits Remainder

Modulo-2 Dividion

Source +

010010100110000101101101011 | CRC

4[ 010010100110000101101101011 | CRC FJ
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Cyclic Redundancy Check (CRC)

* Given the PDU(l.e. a sequence of bits)

¢ Given a generator G:

* Thisis a particular bit-sequence, itis part of the protocol (hence sending and receiving data-link

protocol entity both know them)

* Let G consist of r+7bits (So, r=G-1)
* We add r0-bits to the PDU, let this be PDU’
* Now divide the PDU’by G (so called modulo-2 arithmetic is used), this gives a rest R
* Now we calculate a bit-sequence 7such that
T=PDU*R

* Twill be transmitted

® ltcan be proven that T can always be divided by G!

43 https://manara.edu.sy/

P

Cyclic Redundancy Check (CRC)

* Modulo 2 arithmetic:

* Add:
* 0+0=0
* 0+1=1 * Multiplication:
¢ 0= * 0*%0=0
®* 1+1=0 . 0%120
* 4
® Subtract: (XOR Gate) * 1%0=1
* 0-0=0 * 1%1=1
e 0-1=1
* 1-0=1
* 1-1=0

® So Add and Subtract are the same!
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Cyclic Redundancy Check (CRC)

G PDU ro's

1 0 1 / 1 1 0 1 0 0 R 0°s=G-1=3-1=2
S ) dgmetdl o2 olud] 1da aay >

1 1.0 1 0 0 e LS Bl ) 39
L] XO4+ X4+ + X%+ +
XPX4X3 X2 X 1
10 1
ol || X2+ +1
X2 X 1
4 hitps://manara.edu.sy/
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Cyclic Redundancy Check (CRC)
X34X24+X T oe=01111 0
X2+-+1 X5+ X4+ +X2+ +

x5+ 4 X3 SIS ) Jgetdl amy >
EPOMA| PN RPN ES )

X*4+ X34+ X2+ +
X4+ + X2

X3+ + +
X3+ +X

X}>R= 10
=T = PDU+R

T=X5+X4++X2+X+-:3T:1ﬂn10
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Cyclic Redundancy Check (CRC)
Loy iy Legpld Aoyl (s Led R 5 PDU G (339250 (a9 Sl G :alasdle >
Jle >
PDU = X>+ X%+ + X%+ +
R=X?+X+
=T = PoU+R
T=Xo X 4 X2 X2 X =X X 4 X+
=T =110010
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Cyclic Redundancy Code - Generators

* CRC Generators are subject of design and standardization. The goal here is to let them have strong properties
like:
* Detectall single and double errors

* Detectall burst of 16 bits and less

® Example generators are:

* CRC-8: 100000111

¢ CRC-10: 11000110011

¢ CRC-12: 1100000000101

* CRC-16: 11000000000000101

® CRC-CCITT (ITU-T): 10001000000100001

¢ CRC-32: 100000100110000010001110110110111

48 https://manara.edu.sy/



>ax™;

Py

Cyclic Redundancy Check (CRC)

{0
a=
1

CRC-8 for ATM CRC-10
X8+X2 +X+1 )05 1 xd x4 x+1
100000111 11000110011
CRC-CCITT CRC-12
x84 x12 1 x5 1 x2 ox x3 i x? x4+

10001000000100001

110000001111

CRC-32 used in IEEE 802

X32+X26+X23+X22+X16+X12+X11+X10+X8+X7+X5+X4+X2+X+1

100000100110000010001110110110111

49
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Cyclic Redundancy Check (CRC): Example

PDU=100100

G=1101
iosllally

ST Ao, 2o, ol -1

50
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