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Chapter 7: Transpoﬂrt Layer Protocols

Learning outcome
‘:’Transport Layer Overview.
‘:’MuItiplexing/demultiplexing.
+**UDP Protocol.

#*TCP Protocol.
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Transport services and protocols
onileall cpicastlogical Communication abill =Yiasy/ Jadl dads 5955 >

et Sealio a5 o pals 0 Jial| B o kel
dataTink Oellly Aadall ois otiiad 2] Aydnag cAdsigas
physical |3 R Claghill dad o demap lii> OsisSole bole

o !
application Processes

network
data link
physical

- (end aslel) aelsi¥) § Jadl =¥sSsiny Jai >
networl M

fm lnk systems)

» Network layer: logical communication
between hosts

» Transport layer: logical communication
between processes

dataTink
physical

v relies on, enhances, network layer
services
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The Internet Architecture
FTP HTTP TFTP DNS Application
IP
Network
I I
Net 1 Ne\t1
® Ethernet EDDI
FTP: File Transfer Protocol TCP: Transmission Control Protocol

HTTP: Hypertext Transport Protocol

UDP: User Datagram Protocol

TFTP: Trivial File Transfer Protocol
DNS: Domain Name System

IP: Internet Protocol
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“J'"‘-'-“-Transport Layer Overview

Application
Transport TCP: Transmission Control Protocol
Network UDP: User Datagram Protocol
e <
Host to Network
L ) optslal optigdy Jaull 2ads 55 >

sliding wWindows ., e ez, g5 :flow control sty (St v/

sequence numbers and Sl 3sla¥ly Jukudll ala)1 3o,k e s sy :RElTADIlitY 2,35550 v/

acknowledgments
(0sSs39, Aadall sin 5935 >

L5, I35 ¢y 248535015 SIIAING WINAOWS U35 pa 33ully 1Kmtll 3950 cdz 50 JLail-Gsise JsS539,0 529: TCP v/
guaranteed delivery c.il 55,0 senll/Jsastl esluill decs 5o TCP 5.5l el 5305315 Jaluadl]
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Port JsLd!
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il Gerdatll J) el Jlas¥ UDP/TCP 3 galind! Jid o o3y ol oy
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Port JaLd|
Service Port No. *
http=destination port=80
——e = 1025 Youtube
HTTP 80 source ©°
source port2 = 1026 google
poe——ys=m SOy, i
FTP 21 o e
E—_— i
SMTP 25 'j —5= source port distenation port
=3
E d e s
TELNET 23 - il PC
Total No. Ports 0 — 65535
Reserved Ports 0 -1023

Open Client Ports 1024 - 65535

https://manara.edu.sy/



iy

ajl_.u__fl

Port JsLd!

(8 a0y ey < g ATl Jlaoy) e Aigna pld Bmminn dblie pl8)T cllacly aalal Le putdy Gl Aiylall dazas 5>
el alladl 2o o1l Glgie = Aajodl crass dall

Application
Layer

Transport
Layer

e |
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21 Tcp FTP/control Kerberos
22 Tcp SSH SMTP over SSL/TLS (SMTPS)
23 Tcp Telnet IPsec/IKE
25 Tce SMTP Rlogin
53 TCP/UDP DNS syslog
67 uppP DHCP/server lpd/lpr
68 uobP DHCP/client ubP upbpP
69 ubp TETP TCP/UDP DHCPV6/client
80 Tcp HTTP TCP/UDP DHCPvV6/server
Tcp POP3 TCP/UDP  NNTP over SSL/TLS (NNTPS)
Tcp NNTP Tcp SMTP/submission
uDP NTP TCP/UDP  LDAP over SSL/TLS (LDAPS)
uDP NetBIOS/name Tcp Microsoft Exchange
ubP NetBIOS/datagram Tcp Iscsi
Tep NETBIOS/session Tcp Rsync
TCP IMAP TCP/UDP VMware Server
ubP SNMP/agent Tcp FTP over SSL/TLS for data
ubP SNMP/manager Tcp FTP over SSL/TLS for control
Tcp BGP TCP/UDP Telnet over SSL/TLS
TCP/UDP Appletalk Tcp IMAP over SSL/TLS (IMAPS)
TCP/UDP LDAP TCP/UDP  POP3 over SSL/TLS (POP3S)
10
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File Transfer Protocol

wilalall Jai J9Sgign aoll Jaill JosSgign

20/21:34ialll pé)

SMTP

Simple Mail Transfer Protocol
It 30l A JoSeian
25 .2aialll psy

POP3

SSH

Secure Shell

22.:3aiall pb)

DNS
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The Encapsu]atlon Process
Process Process
unpP UDP
header UDP data header UDP data
1P P
header IP data header IP data
Frame Frame
hoader Frame data header Frame data
a. Encapsulation b. Decapsulation
11
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Port Discovery
* Use well-publicized ports for different services
¢ DNS usesto port 53

® Email uses port 25

® HTTP uses port 80

Y " ” .
Use one port as a “port-mapper” service
* Call 411 to learn the port of any other process
* Allows for dynamic allocation of ports to different services

* Allows for the assignment of ports to newly created services

12 https://manara.edu.sy/
Multiplexing/demultiplexing oy
) O)lio) -
Recall: segment- unit of data exchanged between transportlayer entities
* TPDU: transport protocol data unit
Multiplexing at send host Demultiplexing at rcv host:
1) Ay A g Leaalas (SOCKELS sue (po culibaall o 2wlil) SOCKEL 1 ) Alazedl bl plolin welud
(rrezmtl! a8y st correct app layer zasioll e laubas ik alec)
(processes
Application P3 P1 ) application{_P2 P4 Application
4 4 B
Transport Transport Transport
Network Network Network
Link Link Link
Physical Physical Physical
Socket Process C O
14
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Multiplexing/demultiplexing
. . . . 32 bits
L-,_.ggh.cg Mb &g.boJ| 8lo ,ol9)| a_S\LC Joisi
sender, receiver Port numbers, IP addresses o.p) aolzJl P source pOI"T #| dest POPT #
+IP datagrams ol M lodc ° other header fields
UL JSJ P Ulg.k.c @.LC datagrams ,JS Soxi
Jusiiwolly ;a0
1 2a>lg &5 aab ghio datagrams JS Joxi * Gpp“CGﬁOH
transport-layer segment data
J=l oo auoly JSiin adg,20 LeSH (sillg)
. (Lol Budaill
38liodl o)l 1P Ulgic raoll pasinwy * TCP/UDP segment format
aaslgodl uuliod (] 3yilo gblaod Jluw,Y
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Multiplexing/demultiplexing iooia
o)l
source port: x Web client
host A [dest.port: 23| server B host C
@ “source porT:23—@ @
dest. port: x Source IP: C
Dest IP: B
source port:y
port use: simple felnet app dest. port: 80
Source IP: A
Dest IP: B Web
Web client source port: x server B
host A dest. port: 80
port use: Web server
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UDP: User Datagram Protocol [RFC 768]
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UDP: User Datagram Protocol [RFC 768] ¢ pp. ., .. .. -
Lalie IP bl a3y Jleosd Lyl datay 5T s 13 1 3505ty oF Koz gdlls) JLias¥l sl piae v/
Ao eLid] ) 5kl 095 Llayls
Jedtad] eduoyll e Jlasl Al azgy ¥ o V7
small segment header aladoll 840 &usgs v
streaming multimedia sl Lslugll cilalas Sole dalosei PN v

Ldlall Uyl degine 8 DYEES Ugla, 2y 5 (0 2l plalia UDP gz, >

Source Port Destination Port
2 bytes 2 bytes

UDP Length UDP Checksum
2 bytes 2 bytes

Jsa Oy 0l Bl dail) J) Aoyl B pd) sl ) bl aslpan b o3y UDP 51 Jgimg wic >
sylally alaasle Jasll B (3,05 ¥ (3Ll sia

soall df i oF i 35 T i Jl 0 gl (S sesall diie J) Anlmy i 2

RTP: Real-Time Transport Protocol Jsssis il sa UDP susrus gl ¥sSsio all el oo >
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UDP: User Datagram Protocol [RFC 768]
Jearaalls Jaoyll oy Uil pamas amg¥ v

4 sl (e gyl Tgmy dmy 01 (S, 11 :(NO CONGESEION CONLFOI) o> 591, W Sas s 4
away as fast as desired

lost s s uzs. v/

St I Bl o9y bl oubad o ¥/
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Fragmentation in ubDP

Lo S (s92e5 Cmy cIP lily lusg Bue J) 8801 UDP sy muunss oy« Launny JSCig ©

Seluts s,
Ul Lungys 3 “fragmented” If one codl Juzeud i ©
Aol 203,01 Jloa] o2y (UDP Alasy 0 ¢ 52 gl A>3

W, pamas 1id > § 2ozl Jloa! o LeS
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TCP (Transmission Control Protocol)

21 https://manara.edu.sy/
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Slle) Aalisee alyigeS e olagdasll o JLas¥! ea 41 lael e end-to-end Lle-J-4l¢ eus (wu
TCP obiys J bazd endpoints sl daall 7 L dus «(Gsplal)
bl Jid (o 3K 45 Ll liiel e virtual s id) TCP =dlioy (o
Loy cpacket delivery system a3, 1l Jluy| allasS 1P JI TCP las, A i) pe Ldlaylg IP a3y 3 TCP Jiluoy cadis o
data to be deliveredleaslud iy Lo asS TCP Sl IP llay

TCP

I (e Ao iz LeS ¥ Las¥l allas

Host A H B
ost S ost
Application Application
TCP TCP
IP Router 1P
Net Interface IP Net Interface

Net Interface

e e .
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TCP congestion control

8)liadl
Small capacity
Sender \ receiver @
Transmission  Transmission congestion
rate adjustment network
. / / Large capacity | ()
receiver

Al elol peus Las A5l Al a6 52 (3 SLLall 035 oo Tz e sie U lany Loctie ALl g L3152
HENDMIFE ) (JUNES ol 05_4:»‘:‘
buffer overflow at the receiving end (receiver capacity) (a). puserudl )l 285l1 5,811 o Layd >
internal congestion within the network (network capacity) (b). 48adl ¢rasss (513 a3l >
OBy Juape S Ladzm, %
the window the receiver has granted >
the congestion window >

The effective window is the Zixio el Jatudl Laprasles Aeimas Ll Jua Ll Lo azanle i R Adasll sl <
minimum of what the sender thinks is all right and what the receiver thinks is all right
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The TCP Three-way Handshake/Open Connection
Host B

Host A

3

Send SYN (seq=x) ‘\)
| Receive SYN (seq=x)

Receive SYN Send SYN
(seg=y, ack=x+1) (seq=y, ack=x+1)

Send ACKN (ack=y+1) ‘ \ Receive ACK

(ack=y+1)

Host A -- seq =n

Host B -- seq= n+1

4\

three-way handshake/open  axai/zis g, @t Jlas! Judad go b Jlas! @,k SIS 2ialia o2y
Jhar¥l IS5 Lo 2o i 13] claall olid Alaad oSy aily Sl o151 JsLs uS3, .CONNECEION Sequence
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The TCP Simple Acknowledgement ===~

Window size=1

Sender

Send 1

Receive ACK 2
Send 2

Receive ACK 3
Send 3

Receive ACK 4

|

Receiver

€

\ Receive 1
Send ACK 2

<«

\> Receive 2

< Send ACK 3

\) Receive 3

P Send ACK 4

one time s.>1s1 5,00 § adlatal Latell pdatug ol Slaall pes s L BI80H as samy 2
U a5 6 i dadlianly 30] e Jumons o ey el o35 alaiia (K 1=5150 o> e 2
Otediiadl Y5 Aoy (iyal Jlad at Jlaatal (e Blee (2 3aslall sda o SI
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Sender Receiver
| Send 1 l -
l Send 2 ‘ Q | Receive 1 |
l Send 3 ‘ \ l Receive 2 ‘
Receive 3
l l
l Receive ACK 4 ‘ & l Send ACK 4 ‘
l Send 4 ‘ \ l Receive 4 ‘
l Send 5 ‘ \ l Receive 5 ‘
l ceidle ‘ \ l Receive 6 ‘
l Receive ACK 7 ‘ €< l el Gl ‘
Window size=3
26
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Retransmission JLu,¥! 3sle| :48454] ;‘]ﬁ : ‘
: L,V sstefoss adgisll Olaa) adeVl/awluVl avadl -
timer 880 Ju2uil puy oLl JLw)) oo boaic *
andl sl oMceoWU 850 Ly @ld c Ul gl Judi losic *

Ll JLw)| yaandl susy (oMiow VI 8518] Jeog 18 jaandl wddo o) gl 15] ¢
Events at Host A Events at Host B
Send message 1 \) .
Receive message 1
Receive ACK 1 / Send ACK 1
Send message 2 \) )
Receive message 2
. / Send ACK 2
Receive ACK 2

Send message 3 [ —

Retransmission Packet lost
Timer expires
Retransmission message 3 Receive message 3
/ Send ACK 3
Receive ACK 3
w \4
27 https://manara.edu.sy/
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Source Port Destination Port
2 bytes 2 bytes
Sequence Number
4 bytes
Acknowledgement Number

4 bytes

HLEN Reserved Code bits Window

4 bits 6 bits 6 bits 2 bytes

Checksum Urgent Pointer

2 bytes 2 bytes

Options
0or 4 bytes

Data

28 https://manara.edu.sy/
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*Source Port. the number of the calling port
« Destination Port : the number of the called port
» Sequence Number. the number used to ensure correct sequencing of the arriving data
» Acknowledgment Number : the next expected TCP octet
* HLEN: the number of 32-bit words in the header
* Reserved: setto0
» Code bits: the control functions (e.g. setup and termination of a session)
» Window:. the number of octets that the sender is willing to accept
» Checksum : the calculated checksum of the header and data fields
» Urgent Pointer : indicates the end of the urgent data
» Option : one currently defined: maximum TCP segment size

« Data. upper-layer protocol data

29

https://manara.edu.sy/

[

é)liall

ICMP (Internet Control Message Protocol)

30
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Internet Control Meséage Protocol (ICMP)

IP JsSsi9 sl o Ts 32 sayg service protocol Zeus JsSs59y 5o
aSeadl @ apladl a2 Slasd e 45,

IP datagram JI cyess 4alis ICMP Sl 23y 055G

ellasY1 C8LAISLy biledl 38uy @ Seilly mowd

U iio 3929 Ul 3 Lo pie o Jlas¥! Wgean ey

Bl ) dgimsll 2 @ 13] Lesd dazetd 201/20085 ey LS
Sl ) golall dsb e da gl @Sl pamd,

48,209 Ulasd € ol 34.:5)5 CG G| o ‘5);'-&2” Sl o] EEJEPY lez_? @Jb ICMP ML&) P PING EUL‘UJLL:.?
INIERFRRETNG
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MAC Frame Header | IP Header ICMP Header ICMPgéData CRC

Type | Code Checksum Variable part of header

0 1 2 3 4 11

’:‘Message Type indicates which ICMP message is present

’:‘Message Code qualifies this for meaning specific to the type of message

= ICMP is a TCP/IP network layer protocol used by routers and
TCP/IP hosts for building and maintaining routing tables,
adjusting data flow rates, and reporting errors and control
messages for TCP/IP network communication

32 https://manara.edu.sy/
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0 1 e 2 31
Type Code Checksum H

ICMP v 6 Data based on type and code

ICMP v6 Data unit CRC

MAC Frame Header |IP v6 Header\\

Next Header=56

< ICMP redirects can modify a router’s routing table, so sometimes
hackers try to subvert routers by issuing forged ICMP redirects in order
to perform a denial of service attack.

33 https://manara.edu.sy/
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Types of ICMP Messages

¥ Many ICMP messages types exist, each with its own

format.
38 A Selection:

Type Field: Message Type:
0 Echo Reply
3 Destination Unreachable
4 Source Quench
5 Redirect (Change Route)
8 Echo Reguest
11 Time Exceeded
12 Parameter Problem in Datagram
13 Timestamp Request

17 Address Mask Request

34 https://manara.edu.sy/
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Types of ICM”P Messages

#$ICMP messages are either query messages or
error messages.

¥ ICMP query messages:
XEcho request / Echo reply
XIRouter advertisement / Router solicitation
X Timestamp request / Timestamp reply
XAddress mask request / Address mask reply

¥ ICMP error messages:
XHost unreachable
XSource quench
X Time exceeded
XParameter problem

35
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Example of an Error Mesls.age: Port Unreachable

8 There are 16 different ICMP error messages (‘codes’) of

type "Destination Unreachable”(Type = 3)

Code: Message Type: Code: Message Type:

0 Network unreachable 9 Destination network

1 Host unreachable administratively prohibited

2 Protocol unreachable 10 Destination host

3 Port unreachable administratively prohibited

4 Fragmentation needed but 11 Network unreachable for TOS
bit not set 12 Host unreachable for TOS

5 Source route failed 13 Communication administra-

6 Destination network tively prohibited by filtering
unknown 14 host precedence violation

7 Destination node unknown 15 precedence cutoff in effect

8 Source host isolated

36
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Example of an Error Message: Port Unreachable

#Format of the Port Unreachable Message

ICMP Message
| |
Ethernet ICMP  |iP header of datagram| at least 8 bytes from IP
Header IP header header from client payload of client
Type Code
(=3) (=0-15) Checksum

Unused (Set to 00...0)

' Note: Both UDP and TCP |
store the Port Number in the

first 8 bytes !

37
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IP Multicast
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Multicast / Unicast R1 R2

Slledl a3 do gl Jasy NER{PS [ JCA PEN TP |
s dslalg oo Buslg se Alazudl
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Multicast / Unicast

Loy dzgr o dzsll e s Jlegazll 20l
Sl lgbue e Aarudl obld)

In 1995 the first mcast network was
born: MBone
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(IP Multicast) ‘:;LCM‘I;I_QJ‘ S8l (3 cpaglia]]
239.255.255.255 5> 224.0.0.0 o ¢pglialt szas >
D Canall e olsins Gilegamll Sl @lSid § e gazme JS chnyai @y »

Sl oo degame D Caiall oo lgie JS Copay v/
Slegazll Casyat) 4l i 28 Cllia (D Carall o plsiall 3 v/
aly B 3 Aegama Ogale 250 (o SSTuz 153 (Sall o =
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(IP Multicast) ile gazell codl Bl8a 3 cpgliall
IANA(Internet Assigned Numbers Authority (.3 ;e s35ll cnsbiall >
(http://www.iana.org/assignments/multicast-addresses)

v 224.0.0.0 — 224.0.0.255 Reserved for Routers and group management
Lle 382 e Jlesarl) el Bls cillams 2102 :224.0.0.1 =
Aylma 3802 e Gleganl) il St Sl go 2002 :224.0.0.2
4ylzs 388 Je DVMRP o250 200> :224.0.0.4 -
Ayla 382 e OSPF ol 20 000> :224.0.0.5
Designated Router OSPF:224.0.0.6 =
Ayl 3808 e RIP V2 il 2 50 2002 :224.0.0.9 =
ylme 38 e PIM 2 50 002 :224.0.0.13 =
v 239.0.0.0 — 239.255.255.255 Administratively scoped Applications
= 239.192.0.0 — 239.192.63.255 IPv4 Organizational Scope
= 239.255.0.0 — 239.255.255.255 IPv4 Local Scope
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(IP Multicast) ‘:;LCM‘I;I_QJ‘ S8l (3 cpaglia]]

IANA(Internet Assigned Numbers Authority (s e 83smsll cusliall >
(http://www.iana.org/assignments/multicast-addresses)

v 224.0.1.0 — 238.255.255.255 Largely unreserved but some addresses have
already been “bought”

= 224.0.19.0 — 224.0.19.63 owned by Walt Disney

v’ Addresses in the ranges 224.0.2.0 to 224.0.255.255, 224.3.0.0 to 224.4.255.255
and 233.252.0.0 to 233.255.255.255 are individually assigned by IANA and
designated the AD-HOC block.

45 https://manara.edu.sy/
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Multicast Packet Format

Source is ALWAYS a unicast address

* Destination is a multicast group address

* Packet payload is typically UDP

* Need to map multicast group IP addresses to Layer 2 multicast MAC addresses
* Sender does NOT need to be a member of the group

» TTL value defines scope and limits distribution

v/ IP multicast packet must have TTL > interface TTL or itis discarded

v'Values are: O=host, 1=network, 32=same site, 64=same region, 128=same continent,

255=unrestricted

46 https://manara.edu.sy/
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* Groups may be of any size

* Group members may be located anywhere in the Internet

® Hosts can join and leave groups at will

* There is no list of group members

¥ Asender cannot tell who (or if anyone) received any message

»  Hosts can always send and receive locally generated multicast packets by themselves

»  To receive multicast packets from the outside, a multicast router must be present

47 https://manara.edu.sy/
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A Layer 3 IPmc Address Maps to a Layer 2 Multicast Address:
32 Bits

~23Bits |

24 Bits 24 Bits
48 Bits

48 https://manara.edu.sy/
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* IANA has defined that all Ethernet multicast addresses always begin with the hex values 01
00 SE in the first three bytes

Ethernet Multicast Addressing

» The next bit of the address is 0

» That takes car of 25 of the 48 bits in the Ethernet MAC address

» The remaining 23 bits are derived from the lowest order 23 bits from the IP multicast address

» Here is an example of how this multicast-addressing scheme works. For the multicast address 224.0.1.1, the
resulting Ethernet MAC address is derived as follows:

224.0.1.12=11100000.0000 0000.0000 0001.0000 1100

lowest 23 bits =000 0000.0000 0001.0000 1100

Ethernet MAC address =01-00-5E-0000 0000.0000 0001.0000 1100
=01-00-5E-00-01-0C

49 https://manara.edu.sy/
Ethernet Multicast Addressing%v
«—— IP address 32 bits m|—>
224 65 10 154
1110 0000/0100 00010000 1010j1001 1010
EO 41 0A 9 A
«———  Ethernet MAC address 48 bits —— |
01 00 5E 00 00 00
0000 0001/0000 0000(0101 1110|0000 0000|0000 0000j0000 0000
«—— Result Ethernet MAC address 48 bits ———— |
0000 0001|0000 0000(0101 1110j0100 0001/0000 1010/1001 1010
01 00 5E 41 0A 9A
50
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Ethernet Mu‘Itilchast Addressing

» Note that because 23 bits of 32-IP multicast address are mapped to a MAC multicast address, a chance exists

that two different IP multicast groups can have the same multicast MAC address

» For example, map the following IP multicast addresses to multicast MAC addresses: 224.1.1.1 and 225.1.1.1

224.1.1.1=11100000.0000 0001.0000 0001.0000 0001

Ethernet MAC address =01-00-5E-0000 0001.0000 0001.0000 0001
=01-00-5E-01-01-01

225.1.1.1=11100001.0000 0001.0000 0001.0000 0001

Ethernet MAC address =01-00-5E-0000 0001.0000 0001.0000 0001
=01-00-5E-01-01-01

> Both of the MAC addresses are identical for different IP multicast addresses:
Note that applications typically use UDP port numbers in multicasting to distinguish what stream belongs to
particular application on a host. A host would not be able to distinguish two multicast streams with identical

destination MAC addresses and identical UDP port addresses. Fortunately, this is an unlikely case.
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IGMP : Internet Group Management Protocol
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Version Type Unused Checksum
4 bits 4 bits 8 bits 16 bits
Group Address
32 bits

> Version Field: 4 bits that is always 1.
> Type : 4 bits

V' Value=1, Host Membership Query.

v Value=2, Host Membership Report.

»  Unused: set to all zero.
»  Checksum (2 bytes): Complement of the entire IGMP vimessage.

> Group Address (4 bytes): This field is used for a Host Membership Report only.

and it is set to all zeros if the packet is a Host Membership Query.
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Type MaxRTime Checksum
8 bits 8 bits 16 bits
Group Address
32 bits

> Type : 8 bits
v Value=0x11, Membership Query.

v Value=0x12, Version 1 Membership Report.
v Value=0x16, Version 2 Membership Report.

v Value=0x17, Leave Group.
> Membership Query.

v' General Query: is used to determine which groups have active members.
4 Group-specific Query: is used to determine if a particular multicast group has active members

»  MaxRTime (8 bites): specifies the maximum amount of time a host can wait before

responding to a Membership Query message. It is applicable only to Membership Query
messages. The maximum response time is represented in tenth of seconds
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