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oo hnal yiiad S0 ((Gllea) < ) TA) pilie DB aadiud (Aulial) DES (e §)shae 43 : Triple DES -
Anaall Bl aen
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:Ceaser Cipher jaid §3.é
(4l j) paay py AT Gy Jadiy ‘éjmiﬂ oaill (e Cips JS gl oda & (cryptography) il (e el (oo
(F zua Dy D maay B Capall ((shift = 2) ¥ culs jlaas Qugaill of 10 apaadl) 3 bl o s aaey
13<a

------

:Caesar Cipher 4.} 153 &fiaa
LGkl s dgw -
a1 3 Jaal) e (Tshift) dsh) culs AT Ciay dasid im S -
.("substitution cipher”) Jlanu¥l ol e lsw g A -
"Shift’ auls Cayed daill s2a = ("shift’) Jas Cija oS 2225 (integer) Lnae Lol zlias -
P(Aecll L) "modulart Clus aladiul asgaall 1o Jia (S -
A=0,B=1,..,2=25:8 J @l s ©
shift Jaad ddass dacalyy dilas 2230w 0

En (X) =(x+n)mod 26
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Dnh (X) =(x + n)mod 26

(Decryption Phase with shift n)

Y paill Lo Jguanll (AlaY) Al Y1 ) shift 3 dad s ]
PoweShell aladiuls gl

function Caesar-Encrypt {
param(
[string] $Text,
[int]$shift = 3

$result =

foreach ($char in $Text.ToCharArray()) {
$code = [int][char]$char

if ($code -ge 65 -and $code -Te 90) {
$newCode = ((($code - 65 + $shift) % 26) + 65)
$result += [char]$newCode

}

elseif ($code -ge 97 -and $code -Te 122) {
$newCode = ((($code - 97 + $shift) % 26) + 97)
$result += [char]$newCode

else {
$result += $char

}

return $result

function Caesar-Decrypt {
param(
[string]$Text,
[int]$shift = 3

return Caesar-eEncrypt -Text $Text -shift (-$shift)

#oaladia) JUa:
$encrypted = Caesar-Encrypt -Text "HELLO WORLD" -Shift 3
$decrypted = Caesar-Decrypt -Text $encrypted -sShift 3

"Encrypted: $encrypted"
"Decrypted: $decrypted”
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Dganll JalS e el IS il s Cangs GF(28) Jaall Jals Tual) saeY) Lli :MixColumns —
-Gl Z Ukl (e g ae Adlad) dlgall Glily =2 :Add Round Key -
(82:3Y)) 5palall Algal)
i OsST Ll ) . MixColumns dglee (g5ian ¥ gl elitianly Al cilghadl) (puis o
SubBytes — ShiftRows — Add Round Key
ki) 3 dles
k]l Clshad e Lauall el iy (Ll (el padal) Bl il S
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e
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e e
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dzlles

HE £ gpiln Properties_...

Osise alols-5;Lal

by il 35S deasy i

dulll
dillill.pdf.enc

8 piolall dzll=s
5.pdf.enc dlsl8-3;Lalp
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Properties._... o=l
dillill.pdf.enc

8o zeall dxllzs
5.pdf.enc dlalS-3;Lal...

e e e 3
pdf pdf pdf pdf
dxlles

Properties._... dillill dwd=ll 58 palzxall

alols-8 Ll

# ol e gging oAl aladll Ll aaas

$directoryPath = "C:\Users\Administrator\Desktop"

# lajeds 0yt Al cililall g63 paas

$fileTypes = "*.doc', "*.docx', "*.ppt', "*.pptx", "*.pdf', "*.csVv'

# el aen Al clild) Cada LA aas
$deleteOriginals = $true # 1l 138 s A8 $false cadall v Y S 1))

# cleladl yuedal dlla
function Encrypt-File {
param (

[string]$filePath

)
# M sl Ctuu a0
$key = "MohammedAbdAIHamed@2020" # =Wl ¢labivas Jaiial
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$aes = New—-Object System.Security.Cryptography.AesManaged
$aes.Key = [System.Text.Encoding]::UTF8.GetBytes($key)

$aes.GeneratelV/()

$fileContent = Get—Content —Path $filePath —Raw
$encryptor = $aes.CreateEncryptor()

$ms = New—-Object System.lO.MemoryStream
$cs = New-Object System.Security.Cryptography.CryptoStream($ms, $encryptor,
[System.Security.Cryptography.CryptoStreamMode]:: Write)

$cs.Write([System. Text.Encoding]::UTF8.GetBytes($fileContent), 0, $fileContent.Length)
$cs.FlushFinalBlock()

$encryptedFilePath = "$filePath.enc'
[System.IO.File]::WriteAIIBytes($encryptedFiIePath, $ms.ToArray())

$cs.CIose()
$ms.CIose()

return $encryptedFilePath
# ol i
Get-Childltem —Path $directoryPath —Include $fileTypes —Recurse | ForEach—Obiject {

$filePath = § .FullName
Write—Host "Encrypting $filePath..."
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$encryptedFilePath = Encrypt-File —filePath $filePath
Write—Host "Encrypted file created: $encryptedFilePath’

# ke HLall OIS 13 L) Cald) ot
if ($deleteOriginals) {
Remove-Item —Path $filePath —Force

Write—Host "Deleted original file: $filePath"

RPN
$directoryPath = "C:\Users\Administrator\Desktop"
Glild) e gginy @Al Aladll ) bl dad ailansg $directoryPath auls e Cauyis asi e 138 i)l
s PowerShell i il yaiall "Administrator’ sl Caall slac alae oo ¢allall o3 i .l pds 2y Al
e lgaladinY aall ol
$fileTypes = "*.doc', "*.docx', "*.ppt', "*.pptx", "*.pdf', "*.csVv'
Jaai aladials saaas iy Cile ggi S Ly 1y A il plgil (ge 236 $fileTypes juaie Ciuyat o Lia 15l
25 Al Gl e degane daay Ul ey 138 .dOC. Dl i il ¢l i Lae (dOC.* Jia (Wildcard)
$deleteOriginals = $true # 1l 138 s &8 $false cadall uj Y S 1))
Y i€ 1Y) Ly ey Lleal) bl Cads i il ey Laa ctrue ) $deleteOriginals juie cues & izl
el Ligye jign LAl 13 false ) 13 s e dalaY) cililal) Cids 8 e
function Encrypt-File {
param (
[string]$filePath
)
i3 als¥) (e e gane puanil sadid PowerShell s Jsall LEncrypt-File auls suss Al Gy 2 L izl
sy 1y N Calall Sl Jiar (53 c$filePath sag lialy Slaleae 325 A . Lgalatiad ale) Jgass Las caals aud

MU-EPP-FM-010 Issue date: 01November2025 Issue no.1 Page 12|19



[

ojliogJl

$key = '"MohammedAbdAIHamed@2020" # =il elabisas Jasial
Cilie Joba Al 05 O ng Bpue Bl 138 (050 o s - kil e o (grinal KOYS e cpuand iy 1)l
Ll juadn iy yuadil addie  Gadl e (<l TY 5l VT Bale) AES el
$aes = New—-Object System.Security.Cryptography.AesManaged
$aes.Key = [System.Text.Encoding]::UTF8.GetBytes($key)
$aes.Generatel V)
sag AesManaged g4 (1 waa SIS i :New—-Object System. Security.Cryptography.AesManaged
bl juedil aadies Sl (Symmetric Encryption) jlaloall jaedall <l jlsd (e g8
dghas | aill FGa Jigaty 200 :$aes.Key = [System.Text.Encoding]::UTF8.GetBytes($key)
cul 0S8 b ) llans AES daeylsd of Cum (UTF=8 ey slassuls (byte array) cul,
On Alal sinn sl U] aa a0dis dad g IV L &dlsde (V) 4dsl dad ulsy o5 :$aes.GeneratelV()
Lol
$fileContent = Get-Content —Path $filePath —~Raw
Basly ABSS (goinall 8ol wias 4l ey Raw— Lal) . $filePath 8 sasall Caldll (ggine 8ehs 5a¥) 138 a1zl
52S)) i) e Jalail) Jgass Laa cBan e ylac JS 8613 (e Yy
$encryptor = $aes.CreateEncryptor()
cbld) juddnl aadtiona G 13 L le LgusSs & Al AES @ililae] alaaialy jide (IS elial ash izl
$ms = New—-Object System.lO.MemoryStream
$cs = New-Object System.Security.Cryptography.CryptoStream($ms, $encryptor,
[System.Security.Cryptography.CryptoStreamMode]::Write)
& Badall Slbl Guiaal (MemoryStream) 313 @y ;i :New—-Object System.lO.MemoryStream
5,513l
(CryptoStream) udn 3w ; 5u :New-Object System.Security.Cryptography.CryptoStream(...)
BSIA 385 ) 8jedial) cliball AU ans (380 138 Rl 05l o3 () jadiall addicy
$cs.Write([System.Text.Encoding]::UTF8.GetBytes($fileContent), 0, $fileContent.Length)
$cs.FlushFinalBlock()
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UTF8.GetBytes alasial i . jedall 3axn ) (cub ) abigas aa) Caldl (ggine LS 2580 :$Cs. Write(....)

s Aighiaa ) paill (iga)

e IS it 5 8 Ll paes O ey Lea (@ ) A0S dilee g :$es. FlushFinalBlock()

$encryptedFilePath = "$filePath.enc’

[System.IO.File]::WriteAllBytes($encryptedFilePath, $ms.ToArray())

(@a‘y\ aldl ol ) enc. ddlaa) 21 edall Caldd) Sl Guen 23 :"$encryptedFilePath = "$filePath.enc

ol Calall les (Sl

Slo v el ) (3514 gé &8 L) il Slilall LB 2520 :[System.|O.File]::WriteAllBytesy...)

il
$cs.Close()
$ms.Close()
ini] Lgalaind (po olgii¥) ey ol (el il agall (g . 2lgal) joatl 58Iy uadal) clias el ash 1l
BSIAl Gy

return $encryptedFilePath
Sl b Y aaladinl W e Lee ¢ adiall Caldll lese A1) aua 1)
Get-Childltem —Path $directoryPath —Include $fileTypes —Recurse | ForEach—Obiject {
e 3 A (dueydl) claladl Gy 8 Ly sasall alaall 8 i) paes e Jsanlls 301 138 a2 15
fileTypes$ & sl syl
MLl daejil) Claladll paes & Gand) S 43l iy :—Recurse
2 e wyi ) Sl glgl sl aasne :=Include
$filePath = $ .FullName
Write—Host "Encrypting $filePath..."
$encryptedFilePath = Encrypt-File —filePath $filePath
Write—Host "Encrypted file created: $encryptedFilePath"
& Al paiall Jia § Cus dfilePathd juaie A cile S jlus gund 21 :$8filePath = $_.FullName
LAalsl)
L Calall i 2 ash 2 Ay aokay 2. Write—Host "Encrypting $filePath
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ccald)l ywanl Encrypt-File dla =Ty :$encryptedFilePath = Encrypt-File —filePath $filePath
.$encryptedFilePath & jeadll Caldl jlua (3aag
- hdal) Calal) plis) o asl a e "Write—Host "Encrypted file created: $encryptedFilePath
if ($deleteCOriginals) {
Remove-Item —Path $filePath —Force

Write—Host "Deleted original file: $filePath"

(true ) Maie $deleteOriginals lall o\S 13 Lae soacy :if ($deleteOriginals)

Y| AREIME QJA,A%!\ calal) ads an Oleie ,lall i€ 13 :Remove-Item —Path $filePath —Force
58 ol calpdat (o gl aadiey Force— Lall .Remove-Item

.‘?J.JQ\ il i asl 2 Al =hWrite—Host 'Deleted original file: $filePath':

M\ ds JjS
# M_'. | Ctm.q RTREN]
$key = 'MohammedAbdAlHamed@2020" # (<ub Y'Y 5 V1 Jodas 05 of can) alall clalbivay Jasid

# bl ads ol dla
function Decrypt-File {

param (
[string]$filePath

$aes = New—-Object System.Security.Cryptography.AesManaged
$aes.Key = [System.Text.Encoding]::UTF8.GetBytes($key)

# i) Cal 5l
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$encryptedContent = [System.IO.FiIe]::ReadAIIBytes($fiIePath)
$iv = New—Obiject byte[] 16

[Array]::Copy($encryptedContent, 0, $iv, 0, 16)

$decryptor = $aes.CreateDecryptor($aes.Key, $iv)

$ms = New—-Object System.lO.MemoryStream

$cs = New-Object System.Security.Cryptography.CryptoStream($ms,  $decryptor,
[System.Security.Cryptography.CryptoStreamMode]::Write)

# oginall padn sl
$cs.Write($encryptedContent, 16, $encryptedContent.Length — 16)
$cs.FlushFinalBlock()

# pacal) SsKaall Calall Jaia
$decryptedFilePath = $filePath —replace "\.enc$', "
[System.|O.File]::WriteAllBytes($decryptedFilePath, $ms.ToArray())

$cs.CIose()
$ms.CIose()

return $decryptedFilePath

# sasdl Clild) e (siay 6 alaall L) aaa3
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$directoryPath = "C:\Users\Administrator\Desktop"

# aamall alaall 3 Bjaiall L) pes i ol
Get-Childltem —Path $directoryPath —Filter *.enc —Recurse | ForEach—-Object {
$filePath = § .FullName
Write—Host 'Decrypting $filePath..."
$decryptedFilePath = Decrypt-File —filePath $filePath
Write—Host "Decrypted file created: $decryptedFilePath’

2580 5
$key = 'MohammedAbdAIHamed@2020" # (cub ¥Y 51 VT Jodas 05 o o) palall clalbives Jagicd
Cinlie ol Al 05 O ng Gpus Bl 138 (0580 o s kil e o (gginad Skey yuiia a4y 1yl

Ll e Gl juadil axiiog ~Uaall 138 (<l ¥Y 51V Bale) AES il
function Decrypt-File {
param (
[string]$filePath
)
Calll jlse Jias 53 cBfilePath sas ¢1ials Salas 33k dllal) .Decrypt-File awl suas dlly Casjas 2 lia 125l
20y ld 3y (Al
$aes = New—Object System.Security.Cryptography.AesManaged
$aes.Key = [System.Text.Encoding]::UTF8.GetBytes($key)
sag «AesManaged g (e wa> (S a3 :New-Object System.Security.Cryptography.AesManaged
bl jedil aadies Sl (Symmetric Encryption) jlaloall jaedall ciluyjlsd e g5
dighan | il FGa Lisaty ash :@es.Key = [System.Text.Encoding]::UTF8.GetBytes($key)$
culs <8 8 bad) bl AES Laaylsa of Cum (UTF=8 Sae5i alaiuls (byte array) el
$encryptedContent = [System.IO.FiIe]::ReadAIIBytes($fiIePath)
Byl Bydiall UL ae Jandls W o 138 .l Aigiias S JalSIL jadall Calall (sgine Bl 5] 138 ot 1ol
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$iv = New—Object byte[] 16
[Array]::Copy($encryptedContent, 0, $iv, 0, 16)
(IV) &gl daii€ padicdion Sillg el 1T Jodas Baaa s dbgienn (an :New—Object byte[] 16
7 ) pe i 206V Al 038 LIV Adstian ) il (gginall (el VT sl Gty asts 1. )[Array]::Copy
oo pidrl) @l ol Gl e L] (e sl
$decryptor = $aes.CreateDecryptor($aes.Key, $iv)
bl s Gl ardtene CASH 138 L Asjdsd) IV g = lad) aladsls padal) il jide AS slials aghs 1z dl
$ms = New—-Object System.lO.MemoryStream
$cs = New-Object  System.Security.Cryptography.CryptoStream($ms, $decryptor,
[System.Security.Cryptography.CryptoStreamMode]:: Write)
L padi & oaal) liball opiaal (MemoryStream) 5513 3y ¢ s :New—Object System.10.MemoryStream
BRI s
(CryptoStream) ds sdx ;da :(...)New—-Object System.Security.Cryptography.CryptoStream
BRI 3 ) L puedn ol sSaal) Ulal) LS ey 333 13 . puedal) Glal oglis) 5 (M) ) aadies
$cs.Write($encryptedContent, 16, $encryptedContent.Length — 16)
$cs.FlushFinalBlock()
e . uaial) @i ) (IV S Lahadin) &5 Al el V1 Jol elial) jadall (gginall US4k :(-..)CS. Write$
el ) e @y agis Ll ey
e S Lpads @l 2 38 Gl paes o e Lee (@) ) &S Llee g3 :()cs.FlushFinalBlock$
$decryptedFilePath = $filePath —replace "\.enc$', "
[System.|O.File]::WriteAlIBytes($decryptedFilePath, $ms.ToArray())
enc. ) xu) el SeSaa) Caldl [l s 21 2" '$decryptedFilePath = $filePath —replace "\.enc$
eyl Calall e GsS (La) Calal) aud) 0
s cile I (BS1A) 380 8 A55Aall) W juedd o gShall ULl LUS, o 58 1. )[System.1O.File]::WriteAlIBytes
ol e
$cs.Close()
$ms.Close()
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i galatid (g gV ey ol (BUe] Wls agall o . 3lsall yyail 5SIANy juadall i el ok 1z 5al
BSIAN st
return $decryptedFilePath
Kl 8 B dehadnil B ey Lee ¢ padall loSiall Caldll lae Allall e 1)
$directoryPath = "C:\Users\Administrator\Desktop"
Al oda 8. 5jadiall lilal) e (gsging (oA alaal)l ) sl e spiaid directoryPath$ e o a1zl
SAdministrator’ sadiall CoSal) o alaa 5o
Get-Childltem —Path $directoryPath —Filter *.enc —Recurse | ForEach—Object {
il g A (Baepdl laladl) il 8 Lag) sasall alad) 3 il maas e Jseanlly 5a¥1 138 a5k 1l
.enc.
Ml dacjil) Claladll paes & Gand) S 43l sy :RecUrse-
2 e ayi ) il glel st asany :Filter—
$filePath = $ .FullName
Write—Host 'Decrypting $filePath..."
$decryptedFilePath = Decrypt-File —filePath $filePath
Write—Host "Decrypted file created: $decryptedFilePath’
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