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SNMP (Simple Network Management Protocol)

4

D :Jo-43 SNMP @ debmivd | Slellaall %
Manager .(Manager) ,nudl ®
/ .(Protocol) J4Sg39 JI ™

SMMP Protocol for Message Exchange

.(Managed device) jﬁ‘jL«.‘gﬂ u
(Agents) 8,15¥1 Sy ™

.Trap .Get Response Set Request .Get Next Request Get Request :SNMPv1 %*
JInformRequestg GetBulk dlwyll ¢35 48l :SNMPv2 *%*

Al Olneg Slicuses :SNMPv3  *%*

[EiczE
MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy ; :



[

ojligJl

RMON
LAN ablis (e 48yl olail g a5l 48l oo RMON Hlone mely %°

145Y) pioliall RMON adzy
pydlone ®
IS IINPUR
.(Broadcast) &udl Jilw, ™
.(Network utilization) aScéd! JMaiw! ™
.Ethernet &lasliai Jin g latlgelasy| ™

i Losd Oglol gty cudd! (ndually N EA] 02,81 g cois Bpaball cUasd| Joiis (Statistics for hosts) (pamall (e Slebias| ™

ORsi0)
o

MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy &



RMON?2 Is an Extension of RMONI

A

RMON2
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Network
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Enterprise Campus Design Requirements

Building Building Campus Server Edge
Requirement Access Distribution Core Farm Distribution
Technology Data link Multilayer Multilayer Multilayer Multilayer
layer or switched switched switched switched
multilayer
switched
Scalability High Medium Low Medium Low
High availability | Medium Medium High High Medium
Performance Medium Medium High High Medium
Cost per port Low Medium High High Medium
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Synthesis: a day in the life of a web request

» journey down protocol stack complete!

» application, transport, network, link

» putting-it-all-together: synthesis!

» goal: identify, review, understand protocols (at all layers) involved in seemingly simple scenario:
requesting www page

» scenario: student attaches laptop to campus network, requests/receives www.google.com
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A day in the life: scenario

browser

web page

Google

stson
Gaogle Search ==

—N
-
-
-
Advertaing Programs - Busess Solutiors - Abou Google
25 procy ’
C )
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A day in the life:
connecting to the Internet %V

*» connecting laptop needs to
get its own IP address, addr
of first-hop router, addr of
DNS server: use DHCP

«» DHCP request encapsulated
in UDP, encapsulated in IP,

g 1 encapsulated in 802.3

[ [DHCP A Ethernet

| [ [CIoHcelf | route
Phy (runs DHCP) « Ethernet frame broadcast

(dest: FFFFFFFFFFFF) on LAN,
received at router running
DHCP server

< Ethernet demuxed to IP
demuxed, UDP demuxed to

DHCP
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A day in the life: P

connecting fo the Internet AV
6)Liall
DHCP * DHCP server formulates

DHCP ACK containing client’s
|IP address, IP address of
first-hop router for client,
name & IP address of DNS
server

+ encapsulation at DHCP
0 server, frame forwarded
CTorCP) = (switch learning) through
LAN, demultiplexing at
| [EICTorcel] | route client

[T _Iorce (runs DHCP) + DHCP client receives
DHCP ACK reply

Client now has |IP address, knows name & addr of DNS
server, IP address of its first-hop router
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A day in the life: ARP
(before DNS, before HTTP)

DNS DNS
UDP
[ Ibns P P
. ARP query I -th
Phy
-

ARP

B ArRPreply |} Eth
Phy

rou
(runs DHCP)

Py

*» before sending HTTP request, need
IP address of www.google.com: DNS

< DNS query created, encapsulated in
UDP, encapsulated in IP,
encapsulated in Eth. To send frame
to router, need MAC address of
router interface: ARP

« ARP query broadcast, received by
router, which replies with ARP
reply giving MAC address of
router interface

« client now knows MAC address
of first hop router, so can now
send frame containing DNS

MU-EPP-FM-005
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A day in the life.... using DNS IZV

DNS

server

>

< |IP datagram forwarded from campus
network into comcast network,

route routed (tables created by RIP, OSPF,
(runs DHCP) IS-1S and/or BGP routing protocols)
< |IP datagram containing DNS to DNS server
query forwarded via LAN % demux ed to DNS server
switch from client to 1°* hop % DNS server replies to client with IP
router address of www.google.com
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A day in the life.... TCP P
connection carrying HTTP 4_?
6)LiaJl

HTTP

to send HT TP request,
client first opens TCP
socket to web server

route «» TCP SYN segment (step | in 3-
(runs DHCP) way handshake) inter-domain
routed to web server

TCP
IP
Eth
Phy

web server responds with TCP
SYNACK (step 2 in 3-way

b server handshake)

.233.169.105
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A day in the life.... ... [;>
HTTP request/reply 2\
&yLi_al

Google
HTTP . =| < web page finally (!!!) displayed

~

[ [HTTP]| TCP e nan
[ [IHTTP]

Gaogle Search

HTTP request sent into
TCP socket

<+ |P datagram containing HTTP
request routed to
www.google.com

route
(runs DHCP)

HTTP

TCP ,
| EEE P + web server responds with

Eth
Phy

HTTP reply (containing web
page)
« |P datagram containing HT TP

reply routed back to client

eb server
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Classless Interdomain Routing (CIDR)

» For example, a router has the following networks behind it:
*192.168.168.0/24
*192.168.169.0/24
*192.168.170.0/24
*192.168.171.0/24
*192.168.172.0/24
*192.168.173.0/24
*192.168.174.0/24
*192.168.175.0/24

v’ Each of which could be advertised separately; however, this would mean advertising eight routes.
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» Instead, this
192.168.168.0/21.

Py

MANARS, UNMIYERST

router can summarize the eight routes

into one route and advertise

» By advertising this one route, the router is saying, “Route packets to me if the destination has the
first 21 bits the same as the first 21 bits of 192.168.168.0.”

192.168.168.0 =
192.168.169.0 =
192.168.170.0 =
192.168.171.0 =
192.168.172.0 =
192.168.173.0 =
192.168.174.0 =
192.168.175.0 =

11000000 10101000 10101 | 00O
11000000 10101000 10101 | 001
11000000 10101000 10101 | 010
11000000 10101000 10101 | O11
11000000 10101000 10101 | 100
11000000 10101000 10101 | 101
11000000 10101000 10101 | 110
11000000 10101000 10101 | 111

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

MU-EPP-FM-005

Mumber of Common Bits = 21

Number of Mon-Common Metwork Bits = 3

Mumber of Host Bits = &
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Summarization Groups

» To reduce the routing overhead in a large network, a multilevel hierarchy might be required.

» The depth of hierarchy depends on the network size and the size of the highest-level summarization
group.

Aggregation

Aggregation Aggregation
Aggregation
— N —
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Location 1 Location 2
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Impact of Poorly Designed IP Addressing

» Because aggregation is not applied, the routing update is propagated throughout the entire network,
even if there is no need for a distant router to have detailed knowledge of that link.

» Impacts include the following: e
v’ Excess routing traffic ,_J//' %ﬁ
consumes bandwidth U .
Ve
v Increased  routing  table .ﬁz}ﬂi/ rsf‘«i/
recalculation /’
v’ Possibility of routing loops //,r}K ‘/"K
5 AR Uy Uy
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Benefits of Route Aggregation

» If a link within an area fails, routing updates are not propagated to the rest of the network.

Summarization

v Only the summarized route is sent to the rest of
the network, and it has not changed.

v’ The route information about the failed link stays
within the area.

Only Summarized
Route 10.1.0.0 is
Propagated to the
Rest of the Network

v’ This reduces bandwidth consumption related to
routing overhead and relieves routers from
unnecessary routing table recalculation.

10.1.1.0/24

MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy




[

ojligJl

MANARS, UNIYERSITY

Jle

Jouztl § dmiosl! cilaglall et 181 015 aif Co JSAI § Amdgdl Al (2008 e %

Firewall
L} B 1
and Other ] ] ' Regional/ ' Remote Offices
Office IP Router Device Main Office ! International Offices .
Location | Type Workstations | Servers | Phones | Interfaces | Switches | Interfaces : ]
San Main 600 35 600 17 26 12 i ;
Francisco * '
Denver Regional | 210 7 210 10 4 0
Houston Regional | 155 5 155 10 - 0
Remote Remote | 12 | 12 2 1 0
Office 1
Remote Remote | 15 | 15 3 | 0
Office 2
Remote Remote | 8 | 8 3 | 0
Office 3
Total 1000 50 1000 45 37 12
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Number of Number
Location IP Addresses Rounded of Host Address Block Assigned
. Power of 2 :
Required Bits 1

San Francisco|

Denver Region ><

Denver Campus

Remote Office 1

Remote Office 2

Houston Region X

Houston Campus

Remote Office 3
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Number of Number
Rounded .
Location | IP Addresses of Host  |Address Block Assigned
. Power of 2 .
Required Bits1
San Francisco| 1290 2048 11 172.16.0.0-172.16.7.255/21
Denver Region >< 1024 10 172.16.8.0-172.16.11.255/22
Denver Campus 441 512 9 172.16.8.0-172.16.9.255/23
Remote Office 2 35 64 6 172.16.10.64/26
Houston Region x 1024 10 172.16.12.0-172.16.15.255/22
Houston Campus 329 512 9 172.16.12.0-172.16.13.255/23
Remote Office 3 21 64 6 172.16.14.0/26
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