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Sample ACL rules for ingress filtering, where “int” represents * 1ntemal “ext™ reprev.enta
“external.” and “addr” represents “address™
int addr int port ext addr ext port Action Comment ‘ J| bc.d
AP ¢ Olgis a.b.C.d ey
* * a.b.c.d * Block Block packets from this I[P address .
192.63.8.254 110 * * Allow Open internal POP3 port é‘j‘ u‘j-‘-ﬁ gS‘ J‘ M9
Sample ACL rules for egress filtering
int addr int port ext addr ext port Action Comment
* * a.b.c.d * Block Block packets to this IP address
* * * 25 Allow Allow packets to external SMTP port
= * * = 1023 Allow Allow packets to nonstandard port
The default rule at the end of ACL
int addr int port ext addr ext port Action Comment
* * * * Block ACL default rule: block everything
. Eim
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Client addr Client port Server addr Server port Connection state Protocol
219.22.101.32 1030 129.63.24.84 25 Established TCP
219.22.101.54 1034 129.63.24.84 161 Established UDP
210.99.201.14 2001 129.63.24.87 80 Established TCP
24.102.129.21 3389 129.63.24.87 110 Established TCP
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