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CHAPTER 6
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Data Link Layer
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1. Wired LANS.

2. Standard Ethernet.
3. Cyclic Redundancy Check (CRC)
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Wired LANs

Gl el o VL) Sl Hplas @ Project 802 by IEEE e
LAN <Y 58 555 d i) Jay 5 5 450 5l (piiadall dalal) ol gl) aaail 43, )l

FERIRY
 |EEE subdivided data link layer:
Logical Link Control (LLC), Media Access Control (MAC).
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Wired LANs

- LLC provides one single data link control
protocol for all IEEE LANSs.

MAC defines specific - MAC provides different protocols for
access method for each different LANSs.
. LLC: Logical link |
LAN * MAC: I\G"Ig::‘!:'\aa aI:ceE?:g:trol
CSMA/CD Upper layers Upper layers
for Ethernet LAN, o e
Data link layer .
. Ethernet Token Ring Token Bus
- Token passing MAC MAC MAC
i o Ethernet .
for token ring, Physical layer th:je'r‘:f)’e“ pmt?cgﬁlan;?er P;;;iglal:;er
@ Transmission medium )
T T OSl or Internet model |EEE Standard
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Wired LANs: Ethernet dania
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« Ethernet LAN is defined by IEEE 802.3 standard,
it uses I-persistent CSMA/CD as the access method.

- The MAC sublayer is responsible for the operation of the

CSMA/CD.
Ethernet
evolution
Standard Fast Gigabit Ten-Gigabit
Ethernet Ethernet Ethernet Ethernet
10 Mbps 100 Mbps 1 Gbps 10 Gbps
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Wired LANs: Standard Ethernet

Standard Ethernet 802.3 frame format
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Destination | Source | Length .
ﬁ Preamble | SFD ddress address | ortype Data and padding| CRC
6 bytes 2 bytes 4 bytes

7 bytes 1byte| 6bytes

Physical layer
header

preamble:

=7 bytes with pattern 10101010 followed by one byte with

pattern 10101011

= used to synchronize receiver and sender clock rates
A ddlay e ¢ sidae 48 bit (e 05Se 28 () sie carafidaas S e
Network Interface Card (NIC). L “alall
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Wired LANs: Standard Ethernet

Destination | Source | Length .
ﬁ Preamble | SFD ddress address | ortype Data and padding| CRC
6 bytes 2 bytes 4 bytes

7 bytes 1byte| 6bytes

Physical layer
header

Example of an address in hexadecimal notation:

* Unicast: LSB of first byte O

e Broadcast: All 1's

06:01:02:01:2C:4B
| |

6 bytes = 12 hex digits = 48 bits

® Frame length: The minimum frame length is 64 bytes;

the maximum is 1518 bytes.
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Channel Partitioning MAC Protocols: TDMA
TDMA: Time Division Multiple Access!

"rounds” le¥sa> §8LGT | Jgumoll 48 o1y >

(length = single Gl Job s slot s (Ao ddaae S Jiani 3

frame transmission time) in each round !
idle 114lala Zonal addial) ye Gl sl
> Example: 6-station LAN; 1, 3, 4 have frames, slots 2, 5, 6 idle

6-slot
frame

S epe———
N\

6-slots

—_—
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Channel Partitioning MAC Protocols: FDMA
FDMA: Frequency Division Multiple Access!
frequency bands ass,5 clslas J) sLall Cads eudiy >
s (523 55 GUai e Aana JS Juani 3>
idle AR Fracad 4300 ) UL & aadiiidl e Jla )Y o) 3
» Example: 6-station LAN; 1, 3, 4 have frames, frequency bands 2, 5,

time

(AL

FDM cable

frequency bands

VAW

EEIE
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Random Access Protocols s

U Examples of random access MAC protocols:!
= slotted ALOHA!

= ALOHA!
— CSMA, CSMA/CD, CSMA/CA
11 . EiE
MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy ; :
Py
deala
oo
CSMA collisions
spatial layout of nodes
- space ——=
A , G P ciladtbatll Jgoas (Saall e J1 3 Y O
ol Olaanss ¥ 38 iidie o g JLEsy) il v/
g R loarall Leguiary Jls )
l eal..aﬂ\ a
L e Jallls 25,0 Jlaf 25 i) v/
e = yaai b Laiy) il Ll Hs dlia O
| adlsil) A Lasia
issue no:1 https:// du.sy S
: s://manara.edu.s i H

12 MU-EPP-FM-005 Issue date 17November2025



07/12/1447

¥

CSMA/CD: Carrier Sense Multiple Access/Collision Detection!

Sy oL 8Ll aainy 43815 CSMIA (58 LS Y1 s S i O
el g A alakuaY) Gl oy O
BLl jaa (s Cangy baclatall Jlu,Y) cillee Gl 30
Collision Detection p2baill <L) O
Al yall ol HLEY) 45 a9 3 LAY 3 8 (8 o tASLAl AN ClSod 8 e v/
Al 5
L ) slati/W jyeri o Sy Aliinuall 5 ,LEY) 5 8 ASLI AN ClS0d & dmaa v/
Al yall 3 HLaY) 5 8

13 MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy 7

¥

+—— Space —*

1 1 1 1
T T T T

+~— time
A

T

collision
detect/abort
time

[ElieEE
14 MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy ; e



> The CRC error detection method treats the packet of data to be transmitted as a large polynomial.
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Cyclic Redundancy Check (CRC)
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> The transmitter takes the message polynomial and using polynomial arithmetic, divides it by a

given generating polynomial.

> The quotient (Lewall 4=.5) is discarded but the remainder is “attached” to the end of the

message (remainder (mod) arithmetic)

> The message (with the remainder) is transmitted to the receiver.

> The receiver divides the message and remainder by the same generating polynomial.

> If a remainder not equal to zero results, there was an error during transmission.

> If a remainder of zero results, there was no error during transmission.
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Cyclic Redundancy Check (CRC)

@

|

CRC

Message

Sender

1. Prepares message

N

Send message plus CRC

1. Receives message plus CRC
Calculates CRC from message

D

Calculates and appends CRC

T

<

3. Compares received CRC with calculated CRC;

signals error if not identical

16
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Cyclic Redundancy Check (CRC)
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Cyclic Redundancy Check (CRC)

18
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‘ 010010100110000101101101011 ‘
/T\
H Select Data |
010010100110000101101101011 }7
.

DES \L n bits
no Reject 010010100110000101101101011  [00...0

Modulo-2 Dividion

010010100110000101101101011 | CRC

Modulo-2 Dividion

CRC

n bits Remainder

Source é
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Cyclic Redundancy Check (CRC)

* Given the PDU(l.e. a sequence of bits)

¢ Given a generator G:

* Thisis a particular bit-sequence, itis part of the protocol (hence sending and receiving data-link
protocol entity both know them)

® Let Gconsist of r+7bits (So, r=G-1)
* We add r0-bits to the PDU. let this be PDU’
* Now divide the PDU’by G (so called modulo-2 arithmetic is used), this gives a rest R
* Now we calculate a bit-sequence 7such that

T=PDU+R.
* Twill be transmitted

® ltcan be proven that T can always be divided by G!
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Cyclic Redundancy Check (CRC)

* Modulo 2 arithmetic:

* Add:
«0+40=0 o
c0+1=1 * Multiplication:
«1+0=1 e 0*0=0
* 1+1=0 «0*1=0

* Subtract: (XOR Gate) *1%0=1
*0-0=0 c1*1=1
©+0-1=1
+1-0=1
*1-1=0

* So Add and Subtract are the same!
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Cyclic Redundancy Check (CRC)

G PDU ro's
1 0 1 / 1 1 0 1 0 0 R 0°s=G-1=3-1=2
I dasaill o lual) e 2ay 3>

T 1 0 1 0 0 rob LS el Jigal 5 gaal) il S
L X2+ X+ X%+ +
X°X4X® X2 X
10 1
o] || X%+ +1
X2 X 1
21 MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy E o
Pe
Cyclic Redundancy Check (CRC)
X*+ X2 +X [~ Q= Ao
X2+ +1 X5+ X4+ +X2+ +
S SRS SIS ) sl 2 >
Aandll 215 0 gaall
X4+X3+X2++ . e—\JJJ
X*+  +X?
X3
X34+ +X
as
=T = PDU+R
T=X°+X*+ +X*+X+ =T=110110
[ElieEE
22 MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy ; E

11



07/12/1447

g

Cyclic Redundancy Check (CRC)

Okl Lagild Aa )all ki Legd R 5 PDU (o8 0230 O s Jla G rdliada

Lgians
rdba >
PDU = X°> + X%+ + X%+ +
R=X?%+X+
—T = PDU+R
T=X X 4 X2 X2 X += X0+ X 14X+
=T =110010
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Cyclic Redundancy Code - Generators

* CRC Generators are subject of design and standardization. The goal here is to let
them have strong properties like:
* Detect all single and double errors
* Detect all burst of 16 bits and less

* Example generators are:

* CRC-8: 100000111
* CRC-10: 11000110011
* CRC-12: 1100000000101
* CRC-16: 11000000000000101
* CRC-CCITT (ITU-T): 10001000000100001
e CRC-32: 100000100110000010001110110110111
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; . Cyclic Redundancy Check
| {1 (CRC)

0
CRC-8 for ATM CRC-10
X8+X2 +X+1 )05 1 x i xt x4l
100000111 11000110011
CRC-CCITT CRC-12
x4 x12 4 x5 11 K2 xM 53 4 x% 4 x+1
10001000000100001 110000001111
CRC-32 used in IEEE 802
X32 +X26 +X23+X22 +Xl6 +X12 +X]':I'+X1O +X8+X7 +X5+X4+X2+X+1
100000100110000010001110110110111
IOks0]
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Cyclic Redundancy Check (CRC): Example
PDU=100100
G=1101
2 st
T Alus yall Ayl lien -1
Srmna (S Lelliin) &5 o eladl e Al 038 (g 5a3 Ja -2
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