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Test Technique

AWhite Box
ABlack Box
AGray Box Zero Full Some
Knowledge Knowledge Knowledge
. Testing as
Testing as Testing as User with
Attacker Developer access to
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White Box G X
ATesting technique based on knowledge of the inte&rcaidagic of
Includes tests like coverage of code statements, branches, pe

Aalso knowsirastural or glass box testing or structure based tes
Atypically undert@oenpatiBest phases by development teams
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ABlack Box bl
AA method of software testfies thegt functionality of avitapptitetiomy s

knowledge of the application'stcaderaternal
ATestge based on requirements and functionality.
AWHAT a system does, rather than HOW it does it
Aalsknownsgecification based testing
AappliesFanctional arBuMational testing
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Black Box Techniques
| Basedreguirem#irtstine requirementsctest@dre

ATechniques

| Equivalence Partitioning
| Boundary Value Analysis
| Decision Tables

| State Transition Testing
| Use Case Testing
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Test Case Examplel (simple test)

Test Case #: 2.2 Test Case Mame: Change PIN Page: 1 of 1
myvstem: ATRHM msub system: PIN
Designed bhy: ABC Design Date: 28/11./°2004
Executed hy: Execution Date:
short Descripion: Test the ATM Change PIN sexvice
Pre-conditions
The user has a wvalid AT card - The user has accessed the ATMW by placinghis AT cardinthe machine
The currert PIM 151234
The system displays the maih mehn
Step | Action Expecied Sysiemn Response Pass! | Comment
Fail
1 Click the 'Change PIM' buttonn | The system displays a message askang the user to enter the new PIN
Etter '2555 The system displays a #’nessage asking the user to corfinm (t e enter)
the new PIN
K Fe-enter '5555 The system displays a message of sueccesshul operation
The system asks the user if he wants to perform other operations
4 | Click "WES' batton The system displays the man menu
o Check posi-condition 1

Po st-cond iHons

1.

The niewr PIM '55355" 15 sawvedin the database
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Negative testing daoL
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Test Case Description Input Expected Result

TO1 H?RoH Username/Phss Nv ?;_0

TO2 AR Usernarkig/Pass Loy

TO3 ¢y~ 77 _ |Username ™ 2 Lida
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Black Box Techniques
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1- Equivalence Partitioning(EP) s
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Input Set
Valid input Invalid input
The way equivalence classes are defined depends on the type of ® . o o0
input. Each input type has corresponding valid and invalid partitions. ® o o9 ¥
Input Type Valid Class Invalid Class(s)
Range Input Values within the range Values below or above the range
Specific Value Exact valid value Values less than or greater than the valid value e o o0 S s =a
e & o0 @
Set of Values Values in the set Values not in the set
Output Generated
Boolean Input  Expected value (true/false) Unexpected value
EiE
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Equivalence Partitioning (EP) is a black-box testing technique that divides input data into valid and invalid partitions. It
helps reduce the number of test cases while ensuring effective test coverage and it Savesime and effort in testing large
iInput domains

example

IF Value >=1 AND Value <=100THEN é .

0
1 10
B - 8 > 87 1000
PARTITION, /ALIDGPARTITION awuauig
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Steps of EP

Equivalence Partitioning is applied by dividing inputs into logical groups
values. Following a structured approach helps ensure effective and effic
1ldentify input fixtdsrmine all input variables that need to be tested.
2Define input ranges or coniditkinad valid and invalid conditions for each
3Divide into equivalenGealassgsits into valid and invalid partitions.
4Select representat@ba@daesne value from each partition for testing.
SDesign test Casase test cases using the selected values.

6Execute and valid&temesaltsst cases and compare actual results with
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Equivalenc®artitioningp ¢ T pfr BH#EISHy 6 Wy [ [MTest SuiteYn PAYHOAD

Y3 t
Test cases for program ‘Square" based on Input domain

Test Case Input X Expected Output

; 0 Invalid Input

|2 50 2500

| 101 Invalid nput

EiE
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Price Discount
100% or less 10%
Between100$ and 500% 30%
5006 or more 50%

Equivalence Partitioning X T%1 ~ wy I N Fest 3wted b pdaTHD
b ¢ HOf
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2-Boundary Value Analysis BVA) 6)Li_al g Heardiebié h

BlackBox Testing p H Hhuy F4 ppyw3CH HhYOF e Bounj&ywaueAnalysis yt - Cj HOF
dryt B O3 KB QF

Boundary Value Analysis (BVA) is a black-box software testing technique that focuses on testing values at the
edges of input domains, based on the principle that defects cluster at boundaries rather than in the middle of valid

ranges, Itis typically applied alongsideguivalencePartitioning
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IF Value >= 1 AND Value <=100THEN ¢& .

Advantages of BVA
Boundary Value Analysis (BVA) is an

effective testing technique used to e lid Value =100 (Valid)
identify errors at the boundaries of Value=1 (Va ' ) i
input values. It improves testing Value =99 (Valid)

Metects boundary errors where
defects are most likely to occur. | |
AReduces the number of test cases

compared to exhaustive testing. | | l |
Amproves test coverage by focusing / \
on edge values. X .
ASimple and easy to apply in most Value=0 (Invalld) Value=101 (Invalld)
testing scenarios.

efficiency by focusing on critical edge | ‘
cases. / Value =2 (Valid) \
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Example

Consider a system that accepts ages from 18 to 56.

e Valid Test Cases: Valid test cases include values between 18 and 56.

e |Invalid Test Cases: It include values less than 18 or greater than 56.

Boundary Value Analysis ( Age accepts values from 18 to 56 )

Invalid Valid Invalid
(min-1) (min, min + 1, nominal, max - 1, max) (max + 1)
17 18, 19, 37/, b5, b6 57
Ofps{0)
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Black:-Box=Techniques

wEquivalence Partitioning

wBoundary Value Analysis

wDecision Tables < - dEBRE 280

BN C
g\ Q8 TEHSY C
wUse Case Testing 'dy QY BEfhe ™ C

wState Transition Testing
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Conditions - (Condition stub) | Condition Alternatives —
(Condition Entry)
Actions — (Action Stub) Action Entries
Condition entry
e
~ ™

Rulel Rule2 Rule3 Rule4 m——
Conditions TCO2 TCO8 TCOS
Conditionl Yes Yes No No UserlD Valid Invalid Valid
Condition stub .. . .
Condition2 | Yes No Yes No Password Blank | Invalid I Valid
Actionl Yes Yes No No Actions
Action? No No Yes No Login Successfully Execute
Action stub i
const Action3 No No No Yes Error showing
‘Invalid Credentials' |Execute|Execute
-

~Action Entry
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Example pis ¥ 10F 3 IOF X T ME F HpBUbH 1o
b 4 Ratglime ¢ € O tUngrduatéll 26 D b 9 B

b 4 Fuf fme 3B Prigradufted &P P 9 B

P 4 IPartglime ¢ € O Gradudted G5 b

P 4 lbHIpime 3B F Gadadtesh ©9 P

®.2 WXF32 pF393bF PRSI

Conditions 1 2 3 p F p YOI
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Actions
UbF p OF 300 800 600 1500
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Test -Suite Table
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NG Input Expected
output
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State Transition Testing daols
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Atransitisnsimply the act of moving from ontigigeecio layathexent

Eventsevert the tridgiespecifiput tretusestate change

Actior8ften, when a transition occurs, the sygteirhperdarmadivity or operation execasetl diyedratise m
transition. They can be internal (like updating a database record) or external (ligeadephay mgpdayiegsageun

State Transition Diagram (also kittow BmtraBatelly detailed map of what yolirssoftware
powerful visual tool that shows us at a glance every possible state a system can occupy
between those states

To determine no problems exist, the software engineer would have to employ state trans
out each sequence or pathway and then take the necessary steps to ensure the correct
Ofps{0)
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A State Transition Diagram is a visual representation that shows how a system changes from one state to another based on inputs or events. It helps

in understanding the behavior of a system in different conditions by clearly mapping states and transitions.

Here® an example of a state transition diagram of a login operation on a website.

MANARS, UNMIYERSITY

States * Login Page

»  Enter

* [ogin Attempt 1
* Login Attempt 2

* Login Attempt 3

Incorrect
Credentials

Events * Enter Credentials
» Correct Credentials

Incorrect
Credentials

* |ncorrect Credentials

Incorrect
Credentials

Actions * Logged In
Account Blocked

State Diagram of Logging In

| OR=i0f
MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy ; :



[

How to Perform State Transition Testing? dool A

: : 6)Li_aJl
Step 1: Identify All Possible States i

AExample: For an online payment system, states might include: fPending Payment,0 Payment Authorized,0 Payment
Captured,0 Payment Refunded,0 Payment Failed,0 Payment Cancelled.o

Step 2: Identify Events that Cause Transitions

Once you have your states, list all the events that can possibly cause the system to move from one state to another. These
are your triggers. Think about user actions, system processes, external integrations, and even time-based events.
AExample (for the payment system): fUser Clicks d®ay Nowgo Payment Gateway Returns Success,0 Payment Gateway
Returns Failure,0 Adinin Initiates Refund,0 Us@r Clicks &ancel Order6o

Step 3: Draw the State Transition Diagram

Now, bring it to lifeé Use a whiteboard, a drawing tool (like Lucidchart, draw.io, or even just pen and paper) to visually map
out your states and transitions.

Step 4: Create a State Transition Table (Optional but Highly Recommended)

While the diagram is great for visualization, a table provides a structured, comprehensive overview that® perfect for test case
generation. It& essentially a matrix where:

ARows represent the Current State.

AColumns represent the Event/Input.

AThe cells contain the Next State and any Actions performed.

This table forces you to consider every possible combination of state and event, helping you find those fwhat if this happens
while wede in this state?dscenarios.

Step 5: Generate Test Cases

Using your diagram and/or table, systematically create yesir casesAim for comprehensive coverage.

ORsi0)
ol
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https://testrigor.com/blog/how-to-write-test-cases-detailed-examples/

Test Technique
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